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In an era where military operations are increasingly dependent on
secure, high-speed communication networks, the exploration of
Light Fidelity (Li-Fi) represents a significant leap forward. Tradi-
tional radio frequency (RF)-based systems have long served as the
backbone of military communications, but they are becoming in-
creasingly susceptible to spectrum congestion, cyber vulnerabilities,
and electromagnetic interference. This reality demands innovative
solutions to maintain operational superiority in modern warfare.

Li-Fi, an emerging optical communication technology that leverages
visible light for data transmission, presents a promising alternative.
Its unique attributes — including enhanced security, high bandwidth
capacity, and immunity to electromagnetic disturbances — offer a transformational opportuni-
ty for military applications. This Food for Thought paper delves into the technical potential,
strategic advantages, and practical limitations of integrating Li-Fi into command-and-control

operations, naval communications, and crisis management scenarios.

The ability to transmit data through light waves, imperceptible to external adversaries, provides
an unparalleled layer of security in sensitive military operations. Additionally, Li-Fi’s resilience
against jamming and interception, coupled with its potential to integrate with quantum encryp-
tion, highlights its role in shaping the future of military data transmission. However, challenges
remain, including line-of-sight dependence, environmental sensitivity, and the necessity for
hybrid integration with existing RF infrastructures.

This paper does not aim to provide definitive answers but rather to stimulate discussion and
inform strategic thinking on the next frontier of military communication. As defence organisa-
tions worldwide assess new technologies to maintain strategic advantages, Li-Fi deserves serious
consideration as part of a broader multi-domain operational strategy.

We encourage policymakers, military planners, and defence industry leaders to explore Li-Fi’s
potential applications and contribute to the ongoing dialogue on its viability. As with any dis-
ruptive innovation, its true impact will depend on collaborative research, cross-sector coopera-
tion, and deliberate implementation strategies.

Mario Blokken

Director
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Light Fidelity (Li-Fi) is an emerging technology that revolutionises wireless communication by
leveraging the visible light spectrum for data transmission. Addressing the limitations of tradi-
tional radio frequency (RF)-based systems, Li-Fi offers unparalleled advantages in bandwidth,
security, and energy efliciency. This paper examines Li-Fi’s transformative potential, partic-
ularly in military contexts where secure and resilient communication is paramount. From
enhancing command and control operations to facilitating naval coordination and disaster re-
sponse, Li-Fi’s unique attributes, such as immunity to electromagnetic interference and high-
speed transmission, make it a compelling alternative to RF technologies.

However, issues like line-of-sight reliance and environmental sensitivity must be addressed be-
fore widespread use occurs. The integration of Li-Fi with existing RF systems via hybrid tech-
niques, as well as the new IEEE 802.11bb standardisation, point to a route towards practical
feasibility. The paper also explores prospects, including Li-Fi’s role in multi-domain operations
and its potential synergy with quantum encryption technologies.

The study’s extensive research highlights Li-Fi’s importance in tackling current communica-
tion difficulties, as well as its ability to reinvent connection in military and civilian applica-
tions. The adoption of Li-Fi might signal a watershed moment in the transition to more secure,
efficient, and adaptive wireless communication networks for an increasingly linked world by

encouraging collaboration among governments, academics, and businesses.
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The emergence of wireless communication
technology has played a critical role in cre-
ating modern connectedness, propelling im-
provements in areas ranging from commerce
to the military. However, the limits of clas-
sic radio frequency (RF)-based systems are
becoming more apparent in today’s data-in-
tensive, security-conscious society. Spectrum
congestion, vulnerability to cyberattacks, and
environmental inefficiencies highlight the
critical need for creative solutions. Within
this setting, Light Fidelity (Li-Fi) appears as a
ground-breaking technology that uses visible
light to revolutionise data transport.

Introduced in 2011, Li-Fi uses visible light
communication (VLC) technology to send
data at high rates through LED light bulbs.
This breakthrough not only tackles RF sys-
tems bandwidth limits, but also provides
unique benefits in terms of security, efficiency,
and adaptability. Li-Fi’s capacity to transfer
data via light waves, which do not penetrate
walls, makes it intrinsically secure against ex-
ternal eavesdropping, while its connection
with existing LED infrastructure assures both
energy efficiency and wider application. As a
supplement to or substitute for standard wire-
less systems, Li-Fi has the potential to revolu-
tionise a wide range of sectors, with particu-
larly interesting military applications.

To achieve mission effectiveness in varied and
frequently hostile circumstances, military
operations require strong, secure, and high-
speed communication networks. From sub-
terranean bunkers to large-scale naval opera-
tions, the ability to maintain continuous and
secure communication can spell the difference

between mission success and failure. Current
military communication systems mostly rely
on radio frequency (RF) technology such as
satellite communications (SATCOM), GPS,
and tactical radio networks. While effective,
these systems are becoming increasingly vul-
nerable to jamming, interception, and inter-
ference, particularly in the context of con-
temporary electronic warfare. Li-Fi’s unique
qualities, such as its tolerance to electromag-
netic interference and high bandwidth capac-
ity, make it a transformational solution for
tackling these problems.

This paper explores the potential of Li-Fi tech-
nology in military contexts, delving into its
structural innovations, operational advantag-
es, and comparative benefits over traditional
systems. It examines the conceptual frame-
work of Li-Fi, highlighting its superior speed,
security, and eco-friendly attributes, and anal-
yses its applications in land-based command
and control centres, naval operations, and
crisis management scenarios. By incorporat-
ing real-world case studies and addressing the
technical and operational challenges of Li-Fi
integration, this work underscores the critical
role that light-based communication systems
could play in enhancing military communica-

tion networks.

The analysis begins with a comprehensive
overview of the advantages and structure of
Li-Fi technology, followed by an examination
of its standardisation and readiness for large-
scale deployment. Subsequent sections inves-
tigate the transformative potential of Li-Fi in
military command centres, naval fleets, and

disaster management scenarios, illustrating




its capacity to operate securely and effectively
in environments where RF-based systems fall
short. The paper also explores the limitations
of Li-Fi, such as its reliance on line-of-sight
communication and susceptibility to environ-
mental factors, while proposing hybrid solu-
tions and future advancements to overcome
these obstacles.

As the global security landscape evolves, the
need for resilient, adaptive, and secure com-

munication systems becomes ever more press-

Defining Light Fidelity

In the digital age, data transmission assumes
a crucial role, especially in the context of ever
more extensive and global connectivity. This
scenario poses significant challenges but also
unprecedented opportunities for technologi-
cal and social progress. In this respect, Wi-Fi
(Wireless Fidelity) represented a breakthrough
in wireless communication, as, relying on
Radio frequencies (RF), it enabled the trans-
mission of data over relatively large distances
without the need for physical cables. Howev-
er, as internet user numbers continue to rise,
the current RF spectrum is becoming inade-
quate and insufficient to handle this high de-
mand (Fabiyi, 2016). This deficiency leads to
a scarcity of RF resources, which may cause
significant connectivity disruptions and dete-
riorate service quality (Sharma et al., 2013).
Furthermore, problems of congestion and se-
curity emerge, with transmissions potentially
vulnerable to interceptions and interference,
highlighting the urgent need for addressing
these vulnerabilities in wireless communica-
tion systems (Sharma et al., 2013).

ing. By harnessing the untapped potential of
the visible light spectrum, Li-Fi represents a
paradigm shift in wireless communication,
offering a secure, high-speed, and scalable
solution to the challenges faced by mod-
ern military forces. This exploration aims to
provide a nuanced understanding of Li-Fi’s
capabilities, limitations, and prospects, posi-
tioning it as a cornerstone of next-generation

military communication strategies.

In response to these existing challenges, Li-Fi
technology presents a valid alternative. Un-
like traditional methods that rely on radio
waves, Li-Fi transmits data using light, offer-
ing a promising solution to the limitations
of current wireless communication systems.
First introduced in 2011 by Professor Harald
Hass, Li-Fi relies on a VLC system, which is
a “data communication medium, which uses
visible light between 400 THz (780 nm) and
800 THz (375 nm) as optical carrier for data
transmission and illumination” (Sharma et
al., p. 151, 2013). Therefore, Li-Fi transmits
data by using LED light bulbs that modulate
the light at speeds imperceptible to the hu-
man eye. These LEDs serve both as illumina-
tion sources and data transmission devices,
which encode data by varying the rate of light
flickering (Guan & Hina, 2024).

Having said that, Li-Fi offers multiple advan-
tages and benefits that improve the perfor-
mance and utility of wireless networks. One
of the most important is the enhanced securi-
ty aspect that this technology could offer: data
transmitted via Li-Fi remains confined with-
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in light-illuminated areas, creating a natural
barrier to data breaches (pureLiFi, n.d). Since
light waves cannot penetrate walls, they can-
not be perceived and detected, thus ensuring
that data partitioning takes place safely and
without external interference and in this way
offering a level of privacy that radio frequen-
cy-based systems struggle to match (Sharma
etal., 2013).

In addition to its security benefits, Li-Fi of-
fers unprecedented speed and bandwidth,
far exceeding the capabilities of traditional
Wi-Fi. This makes it suitable for applications
that require high bandwidth, enabling faster
downloads and more reliable connections in
dense and populated digital environments,
thus ensuring a clear and reliable commu-
nication channel (pureLiFi, n.d). Moreover,
Li-Fi constitutes a step forward in promoting
eco-friendly technology alternatives. By in-
tegrating data transmission capabilities with
LED lighting, Li-Fi contributes to significant
energy savings and reduced environmental
impact (Fabiyi, 2016). This synergy not only
optimises energy use but also extends the life-
cycle of lighting infrastructure while adding
functional value. This dual functionality (illu-
mination and transmission) makes Li-Fi not
only an efficient means of communication

but also an energy-efficient lighting solution.

In terms of stability, Li-Fi offers consistent
connectivity that is not susceptible to radio
frequency interference, making it effective in
industrial environments where other wire-
less signals may cause disruptions (pureLiFi,
n.d). Additionally, the issue of availability
is efficiently addressed with Li-Fi, given the
ubiquity of light sources. Globally, billions of

light bulbs are in use, and these can simply
be replaced with LED bulbs to enable effec-
tive data transmission. This widespread avail-
ability, combined with robust performance,
ensures that Li-Fi can underpin critical com-
munications without the risk of interruption
(pureLiFi, n.d). Considering these advantag-
es, Li-Fi has the potential to revolutionise the
way we think about and use wireless commu-
nication, promising enhanced security, faster
speeds, environmental benefits, and greater
reliability. Therefore, “Li-Fi offers a relatively
easier, cheaper, faster and more secure means
of data transfer. In other words, Li-Fi is a cut-
ting-edge technology that has given wireless
communication a broad edge over its wired

counterpart” (Fabiyi, 1033, 2016).

Current Military Communications in the
Land and Naval Domains

In the military, communication assumes a
major role in coordinating operations as deci-
sion-making capabilities and tactical response
is highly dependent on the speed and accu-
racy with which information is transmitted
between units and commands. Therefore,
“military communications must be charac-
terised by having flexibility, adaptability, and
controllability of characteristics such as fre-
quency, bandwidths, speed of transmission of
information, and response times and guaran-
tee the continuity of communications despite
variant environments that may arise” (Velas-
tegui et al., p.62, 2022). In this regard, the
use of precise communication technology can
determine the success of a military mission,
thereby improving overall operational effec-
tiveness (Oledcomm, n.d-b).

From a technological and communicative




point of view, the common denominator
in the land and naval domains is the use of
advanced radio systems that leverage elec-
tromagnetic waves to transmit information,
mainly operating through wireless commu-
nications (Velastegui et al., 2022). Therefore,
radio waves represent one of the main vectors
for military communications as they use dif-
ferent frequencies—High-Frequency (HF),
Very High Frequency (VHF) and Ultra-High
Frequency (UHF)—for tactical and naval
communication. In this regard, there are sev-
eral instruments employed in the military
that rely on radio waves, such as SATCOM,
antennas, GPS, transponders and receivers,
which are integral for maintaining stable
communication lines.

For instance, one example is represented by
the Joint Tactical Radio System (JTRS) em-
ployed by the US Army (Maher, 2007). The

JTRS is an innovative set of software-defined

radios that can use multiple radio frequencies
and can be easily upgraded through software
updates. This system allows US forces to
communicate across all services, providing
interoperable communication among Army,
Navy, Air Force, and Marines (Maher, 2007).
By supporting multiple frequency bands and
communication modes, this system offers an
interoperable, high-capacity solution for the
diverse needs of the armed forces (Maher,
2007). From a more tactical perspective, the
most modern tool used by the US military is
the Joint Battle Command-Platform (JBC-P),
which is used to track friendly forces and de-
liver to soldiers enhanced satellite connectiv-
ity and superior logistical capabilities (PEO
C3N, n.d.). This platform is committed to
enhancing the capabilities of the earlier Force
XXI Battle Command Brigade and Below/
Blue Force Tracking (FBCB2/BFT) system
(PEO C3N, n.d.). This foundational system
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is not only widely implemented across every
brigade combat team in the Army, but it is
also integrated into thousands of platforms,
serving as a critical component in maintain-
ing situational awareness and operational co-

ordination (PEO C3N, n.d.).

For the naval communication system in the
military, there are many projects, especially
in the US, like the Global Command and
Control System-Maritime (GCCS-M), the
Mobile User Objective System (MUOS) and
the Navy Multiband Terminal (NMT). All
of these rely on satellite communications to

ensure that naval forces remain connected

Structure of the Technology

At its core, Li-Fi is a bidirectional, high-speed,
and fully networked wireless communica-
tion technology that uses light to transmit
and receive information. The name itself,
‘Light Fidelity, encapsulates the essence of
this technology: fidelity, or accuracy, in data
transmission using light (Bao et al., 2015). As
mentioned, the term was coined by Professor
Haas in 2011 when he brought out the use
of wireless communication technology that
transmits data using light waves, typically
from LEDs (Haas, 2011). This data trans-
mission happens in a manner invisible to the
human eye, using a portion of the electromag-
netic spectrum not traditionally associated
with internet connectivity—the visible light
spectrum (LiFi.Co, n.d-b). The visible light
spectrum, the portion of the electromagnetic
spectrum that is detectable by the human eye,
is approximately 10,000 times larger than the
entire radio frequency spectrum. This abun-

across vast oceanic expanses (Hu et al., 2018).
Designed to provide robust and high-capacity
channels for transmitting data and informa-
tion, these systems are key components of the
US naval communication system as they fos-
ter communication in diverse and challenging
environments, from peacetime deployments
to high-intensity conflicts.

Considering the aforementioned, most of the
military communications channels for land
and naval operations rely on radio waves and
satellite technology to provide connections
that are critical for coordinating and execut-
ing military operations.

dant, unused spectrum offers an untapped
resource for data transmission, enabling
speeds far beyond those currently achievable
with traditional radio frequencies. Thus, Li-
Fi has the potential to loosen the constraints
of the traditional, congested radio frequency
spectrum and bring us into a new era of high-
speed, high-density wireless data communica-
tion (Kuttan et al., 2021).

According to one of the pioneering compa-
nies in the field (LiFi.Co, n.d-a), crucial com-
ponents of the technology are:

Light Source (Transmitter): Modern Li-Fi sys-
tems primarily use LED bulbs. When an elec-
trical current is applied to an LED, it emits
light, thereby by adjusting this current, the
light emission is modulated to transmit data.

Photodetector (Receiver): The photodetector
captures the light signals and converts them
back into electrical signals. These are then
transformed back into binary data. Com-




mon photodetectors in Li-Fi systems include
photodiodes or avalanche photodiodes and
they’re chosen based on sensitivity and speed

requirements.

Signal Processing Unit: This unit transforms
the received electrical signals from the photo-
detector into a format that digital devices can
understand. Sometimes, the signals might be
weak, especially if the receiver is far from the
light source and in these cases, the processing
unit amplifies these signals to ensure data in-
tegrity.

Modulation ¢ Demodulation Circuits: Before
sending, the input data is modulated to be en-
coded onto the light signal. Different modula-
tion schemes, like On-Off Keying (OOK) or
Quadrature Amplitude Modulation (QAM),
can be used based on data rate requirements.
At the receiving end, this circuitry decodes
the data from the light signal, turning it back
into its original form.

Optical Components: Lenses can be used to fo-
cus the light onto the photodetector, ensuring
maximum data capture. Another type of op-
tical component, filters, help in eliminating
unwanted ambient light, ensuring that only
the desired Li-Fi signal reaches the photode-

tector.

Power Source & Management: LEDs require a
power source, and this can be direct electricity
or even battery-operated in portable setups.
In that manner, efficient power management
ensures the LED operates optimally without
overheating or wasting energy.

Interface with Digital Devices.

In summary, at a basic level, a Li-Fi sys-
tem involves two primary components: a

high-brightness white LED that acts as a
transmitter and a silicon photodiode that is
sensitive to visible wavelength range, func-
tioning as a receiver. This pair of components
communicate with each other via rapid, in-
visible fluctuations in LED light intensity,
allowing data to be transmitted wirelessly at
high speeds (Karthika & Balakrishan, 2015).
LEDs can be switched on and off to gener-
ate digital strings of 1s and 0s. To be clearer,
by modulating the LED light with the data
signal, the LED illumination can be used as
a communication source (Bhad & Chavam,
2015). It is noteworthy that Li-Fi can func-
tion in both the visible light spectrum and the
invisible spectra, such as infrared and ultra-
violet. This versatility enhances its potential
applications across various environmental
conditions (Karthika & Balakrishan, 2015).
In this sense, Li-Fi is a fast optical variant of
Wi-Fi, a system based on VLC that employs
fast light pulses to transport information
wirelessly (Bhad & Chavam, 2015).

Li-Fi Standardisation

Before digging into the complexities of the
802.11bb standard, it is important to note that
standardisation remains in a competitive set-
ting, with three major standards being created
for optical communications (Boomgaarden,
2024). Aside from the 802.11bb, there is the
802.15.13 and the ITU T.G9991. While the
former is still not being implemented, the
latter is likely the most widely used nowa-
days due to the unique qualities of its chip
(Boomgaarden, 2024). However, the article
will examine the 802.11bb standard because
of its future potential, as many experts in the
field have referred to it as a foundation for op-
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tical communications on a worldwide scale.
Furthermore, this standard has been widely

regarded as a big step towards commercial us-

age of the Light Fidelity (Choi, 2023).

The Institute of Electrical and Electronics
Engineers (IEEE) approved the standard for
mass, commercial use of Light Fidelity in June
2023, thereby providing the framework for its
use on a global scale (Halper, 2023). Li-Fi dis-
tinguishes itself by using the optical spectrum
for data transmission, a less congested area
than the radio frequencies utilised in Wi-Fi.
As we navigate the changing environment of
wireless communication technologies, Light
Fidelity stands out as a paradigm-shifting
challenger. The recent certification of the
IEEE 802.11bb standard is regarded as a wa-
tershed moment that will catapult Li-Fi from
academic curiosity to industry-accepted tech-
nology (Van Gils, 2023). The ratification of
the IEEE 802.11bb standard in June 2023
marked a crucial point in Li-Fi technology as
it defined the physical layer specifications and
system topologies, laying the groundwork for
Li-Fi’s widespread use. According to Rebecca
Pool (2023), with an 802.11 specification, Li-
Fi is poised to join Wi-Fi and accelerate the
transmission of information to new levels.

Li-Fi formalises data rates ranging from as low
as 10 Mbps up to a staggering 9.6 Gbps using
invisible infrared light (Van Gils, 2023). The
802.11bb standard promises to revolutionise
sectors ranging from general connectivity to
high-security data transmission and smart
home technologies (Van Gils, 2023). With
the release of the IEEE 802.11bb standard,
pureLiFi, a leading company in the field,
believes that Li-Fi is now poised to take its

place in the wireless communication market,
offering unprecedented speed, security, and
reliability to users around the world (Scace,
2021). The IEEE’s adoption of the 802.11bb
standard meant that Li-Fi is ready to address
the mass-market requirements, such as low
cost, low energy and high volumes. In the
manner of institutional and operational capa-
bilities, the industry can fully reuse Wi-Fi pro-
tocols over the light medium. This will bring
traffic offloading, security and navigation
capabilities of Wi-Fi to the next level (Scace,
2021). Li-Fi provides better bandwidth, ef-
ficiency, availability and security than Wi-Fi
and has already achieved blisteringly high
speed in the lab. By leveraging the low-cost
nature of LEDs and lighting units, there are
many opportunities to exploit this medium
(Karthika & Balakrishnan, 2015). Examples
of its usability are various and ranging from
public internet access through streetlamps
to auto-piloted cars that can communicate

through their headlights.

Volker Jungnickel, technical editor of the
task group on Li-Fi, from Fraunhofer HHI,
referred to the IEEE 802.11bb standard as
a critical step in enabling interoperability
between multiple vendors, hence further en-
hancing Li-Fi’s operational use. He praised the
standard as it allows, for the first time, Li-Fi
solutions inside the Wi-Fi ecosystem labelling
this as essential for the development of new
and innovative applications of the technology
(Muller, 2023). PureLiFi CEO, Alistair Ben-
ham, used the standardisation of this technol-
ogy to amplify his belief that Li-Fi can replace
cables with short-range optical wireless links
and connect numerous sensors and actuators

to the Internet (Scace, 2021), hence revolu-




tionising the data transfer field and enhancing
the decision-making on the battlefield.

Essentially, the structure developed in the af-
termath of standardisation placed Li-Fi tech-
nology at the centre of future data transfer

due to its exceptional speed, which can ex-

Military operations take place in a variety of
challenging environments, ranging from met-
ropolitan landscapes to isolated battlefields
and marine territories. This can be difficult
for a secure wireless connection, as com-
munication solutions that can work well in
these harsh settings are critical. Traditional
electromagnetic (EM) spectrum-based data
networks are vulnerable to attack. Because of
the nature of EM-spectrum technology, com-
munications travel in all directions, providing
enough opportunity for anyone with mali-
cious intent to hijack these signals and gain
access to networks. As a result, Li-Fi can be
an effective solution to this vulnerability for a
variety of important reasons (Lt. Lowry III &
Second Lt. Suarez, 2019). As Boomgaarden
aptly noted (2024), the whole area of critical
communications in the warfare context must
transform into an end-to-end light-based
system. Li-Fi communication offers inher-
ent resilience to environmental challenges,
as demonstrated in a study conducted by
the US Army Research Laboratory (Benson,
2018). The study found that Li-Fi systems
can maintain reliable connectivity in under-
ground bunkers, submarines, and other envi-
ronments where radio signals struggle to pen-
etrate. Furthermore, Li-Fi can be deployed in
conjunction with existing infrastructure or

ceed 10 Gbps (Alleven, 2023). However, it is
important to note that neither of the current
standardisations are military-applicable or
useful. As technology advances and its mili-
tary potential becomes apparent, a new, mili-
tary-specific standardisation will be required.

portable setups, enabling rapid deployment
in temporary or mobile command posts (Lifi-
max, 2024).

Li-Fi in Command-and-Control Centres

When talking about the most important as-
pects of Li-Fi technology, the first one to be
mentioned must be its unique security char-
acteristics, making it one of the safest ways
to transfer data and communicate. Because
light cannot penetrate through walls like
radio waves, Li-Fi signals remain confined
within a specific space. This characteristic, as
well as advanced encryption methods, makes
it extremely difficult for unsanctioned inter-
ception of sensitive data by outside parties
(Boomgaarden, 2024). In military command
and control (C2) operations, every second
counts, and in that manner, Li-Fi communi-
cation offers exceptionally low latency to the
military internet, ensuring that critical data
reaches its destination with minimal delay.
This near-instantaneous transmission is cru-
cial for real-time decision-making, allowing
personnel to respond swiftly to changing situ-
ations (Oledcomm, n.d.-d). On the one hand,
traditional Wi-Fi networks are susceptible to
cybersecurity breaches and electromagnetic
interference from various sources, including

electronic devices and other wireless signals.
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Li-Fi, on the other hand, operates in the opti-
cal light spectrum, making it immune to such
interference (Boomgaarden, 2024).

In highly secure environments such as mili-
tary command centres or government agen-
cies, the use of radio frequency-based com-
munication technologies may be restricted
due to potential security risks. The role of Li-
Fi security is to provide a safe alternative that
operates on light waves that do not propagate
beyond the designated area (Lifimax, 2024).
The fact that Li-Fi offers a high bandwidth of
data exchange makes it an ideal tool for C2
centres on the battlefield, as the high band-
width would ensure gaining a common op-
erational picture (COP) in a faster and safer

way.

Li-Fi’s resistance to electromagnetic interfer-
ence and its customisable structure make it
a solution particularly suitable for commu-
nication systems in aircraft and naval vessels.
Radio frequency-based communication tech-
nologies can be susceptible to interference
from onboard electronics or external sources,
potentially compromising communication
reliability (Boomgaarden, 2024). Li-Fi com-
munication systems installed on aircraft or
naval platforms defy boundaries for connec-
tion and provide local and secure data trans-
mission capabilities (Dinodia, 2024). In that
manner, transformation to an end-to-end
optical communication would mean the em-
ployment of lasers in long-range, e.g. ground-
space, medium-range, e.g. ground-ground/air
and short, individual communication ranges.
The long-distance communication is mostly
based on directed lasers, and that could prove
to be the pillar of future laser-based commu-

nication. Boomgaarden (2024) states that
current lasers are capable of ensuring secure
and efficient medium and short-range com-
munication systems, although systematic
development efforts are needed to repurpose
lasers and make them military-usable.

Li-Fi Technology in Naval Operations

When addressing naval operations, it is vi-
tal to emphasise that we mean any actions
carried out at sea or connected to the mari-
time domain, which includes oceans, coastal
areas, rivers, and ports (Vego, 2008). Naval
operations frequently take place in a highly
dynamic environment spanning numerous
domains, necessitating seamless, high-speed,
and secure communication under a variety
of limitations. These activities cover a wide
range, from fleet manoeuvring to submarine
surveillance. As a result, communication sys-
tems must be strong enough to withstand
cyber and physical attacks while remaining
operationally efficient (Vego, 2008).

In the event of a ‘dark’ battlespace, with tra-
ditional RF-based communication systems
vulnerable and non-usable, the Navy is left
to operate similarly to the ships of sail, with
no direct communication with the mainland,
sticking to the broad, formerly established
plan of action. In that sense, communication
between fleet commanders to ship captains or
fleet commanders and the mainland will no
longer be a viable option. As the paper already
touched upon, streamlined communication
in the chain of command is of utmost impor-
tance for the success of maritime operations.
Li-Fi technology could prove to be the differ-
ence maker in these situations, as it can allow

fast and secure data transmission, enabling




fleet commanders to retain control and ensure
mission success (Lt. Lowry III & Second Lt.
Suarez, 2019).

Li-Fi’s unique characteristics make it suitable
for a wide range of applications for maritime
operations. It can be used to ensure secure,
high-speed data transmission between ships
operating within a fleet. This is key for both
Fleet Manoeuvres and Stealth Operations.
Ships can maintain unhindered communica-
tion with each other by using visible/infrared
light beams, eliminating the risk of detection.
This will ensure secure transmission between
ships, and the risk of being compromised by
any RF interference or interception is low
(Kumar, 2024). The reliance on LOS trans-
mission between two Li-Fi systems onboard
different platforms makes it harder for adver-
saries to intercept signals, thereby providing
a secure alternative during hostile periods.
Moreover, the Logistics and Maintenance as-
pect of naval missions could prove to be an-
other field where this technology can have a
major impact, especially considering the im-
portance of managing multiple naval assets, as
Li-Fi can be used to streamline communica-
tion between ships, bases and ports. Ships can
use Li-Fi to communicate their maintenance
status, supply needs or mission readiness
without relying on vulnerable RF systems
(Sullivan et al., 2021).

Underwater Operations

The underwater domain is of special interest
when discussing battlefield communication,
as the only current way of exchanging in-
formation and data is the acoustic method,
considering that traditional RF-based com-
munication does not work. This domain’s

importance lies in the existent critical in-
frastructure, pipelines and cables, which are
unprotected. In that sense, underwater war-
fare will become more and more important
to gain tactical advantage, hence, developing
effective ways of conducting underwater com-
munication between the ships, submarines,
and platforms would ensure battlefield advan-
tage (Boomgaarden, 2024). The communica-
tion networks between submarines and sur-
face ships have been of utmost importance, as
maintaining secure and undetectable commu-
nication in submarine warfare is crucial (Sul-
livan et al., 2021). Li-Fi can be used for both
Submarine-to-Submarine and Ships-to-Sub-
marine communications. If discussing the
former, submarines could use blue-green light
waves to communicate while submerged,
hence ensuring safe and secure communi-
cations while maintaining the stealth com-
ponent. In the latter case, Li-Fi would help
submarines to stay connected with surface
platforms without surfacing, keeping them
safe from detection. This would significantly
enhance safety, security and secrecy during
naval operations (Kumar, 2024).

As Unmanned Aerial Vehicles (UAVs) and
Autonomous Underwater Vehicles (AUVs)
transform the future battlefields, having se-
cure communication between these systems
and their human operators is vital. Li-Fi tech-
nology could offer a significant breakthrough
and change the landscape regarding Drone-
to-Ship and AUV-to-Ship/Submarine com-
munication. Drones could use light-based
communication to relay ISR data to ships
without relying on RF channels that could be
intercepted or jammed, while AUV conduct-
ing underwater missions could use this tech-
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nology to send data to nearby vessels, creating
an efficient network of underwater sensors
(Kumar, 2024).

China is, without a doubt, the world leader
in underwater communication development,
as it is the only country having its own un-
dersea optical communication test field. Chi-
na appears to be a pioneering power in this
sector, having transformed certain university
facilities into optical underwater communica-
tion institutes (Boomgaarden, 2024). While
we cannot be positive about the Chinese side’s
progress in this area, Europe and the United
States are far behind. As Boomgaarden (2024)
eloquently notes, optical underwater commu-
nication will play a crucial role in future wars,
with so much essential infrastructure resting
unguarded beneath the sea. It is worth noting
that the trend of damaging this infrastruc-
ture has already caught on, and countries are
struggling to find a way to stop it, mostly be-
cause of the inability to communicate safely
and effectively.

Li-Fi Use in Crisis Management

Li-Fi’s unique capabilities make it a promising

solution for crisis and disaster management,
where quick deployment, reliable communi-
cation, and security are critical. Its ability to
deliver high-speed, localised data transmis-
sion can play a crucial role in enhancing com-
munication infrastructure in scenarios where
traditional wireless technologies might fail or
be unavailable.

During natural disasters such as earthquakes,
floods, or hurricanes, infrastructure damage
often disrupts communication networks. Li-
Fi systems, which can be deployed using por-
table LED lighting and photodetectors, offer a
viable alternative (Priyadharsini et al., 2020).
For example, emergency shelters or command
centres can use Li-Fi to establish secure and
high-speed local networks for coordinating
relief operations (Oledcomm, n.d-a). Unlike
Wi-Fi, Li-Fi is immune to electromagnetic
interference, ensuring stable communication
in environments saturated with electronic de-

vices or competing signals (Haas et al., 2015).

Military units often assist in disaster relief
efforts, providing logistics, medical aid, and

security. In such scenarios, Li-Fi can facilitate




seamless communication between military
personnel and first responders. Secure Li-Fi
networks can be set up on a temporary ba-
sis to enable data sharing, real-time updates,
and resource tracking, ensuring coordinated
efforts across multiple agencies (Priyadharsi-
ni et al., 2020). Moreover, its localised nature
enhances data security, reducing the risk of in-
tercepted communications in conflict-prone

areas during disaster response.

One proposed method is using Li-Fi balloons
that contain the necessary communication
equipment and the power source (Surampu-
di, 2017). Through a network system called
LibNet, Li-Fi balloons can provide a secure
and instant network between the disaster
area (alerted by the victims) and the first re-
sponders (Surampudi, 2017). Traditional RF-
based systems often face performance issues
in densely populated disaster zones due to sig-
nal congestion, showing Wi-Fi’s vulnerabili-
ty (Van Wyk et al, 2023). Li-Fi on the other
hand operates on the visible light spectrum,
bypassing such limitations and providing a
stable alternative (Oledcomm, n.d.-a). In di-
saster scenarios such as earthquakes or floods,
Li-Fi can offer high-speed, interference-free
communication for managing aid distribu-
tion, medical services, and public safety (Sur-
ampudi, 2018).

Case Study - Quantum-based Infra-
structure Networks for Safety-Critical
Wireless Data Communication (QuIN-
SiDa) & Li-Fi

Quantum technology opens up many new ar-
eas of application, however, it also harbours
risks. Due to their enormous computing
power, quantum computers could undermine

even the most modern encryption methods
(AWC, 2024). The quantum key distribution
(QKD) mechanism, while one of the most
secure means of sending data, is nonetheless
susceptible to jamming or disruption. Despite
QKD’s unique properties, the system remains
insecure since it employs standard, frequen-
cy-based data transmissions. Connections are
frequently vulnerable to assault at the last step,
right before they reach the end user (BMBE
2022). Optical communication would offer a
much-needed safety net, rendering QKD re-
sistant to external influences. Enabling optical
communication in this context might provide
a huge edge in cyber warfare by ensuring crit-
ical battlefield advantages in both encryption
and decryption.

The QuINSiDa project should create a novel
way to secure optical data transfer in wireless
networks. This demonstrates how quantum
keys created by photonic devices may be sent
directly via LiFi networks (Flaherty, 2023).
The project’s goal is to demonstrate a quan-
tum-based data communication network that
wirelessly and flexibly links many end users
to a secure backbone infrastructure or may be
deployed independently as a secure campus
network (Flaherty, 2023). This allows QKD,
which was previously thought of as a build-
ing-to-building situation, to be carried to the
end user.
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One of the primary technical challenges of
Li-Fi technology is its dependence on line-
of-sight (LOS) communication (Oledcomm,
n.d-a). Unlike RF-based systems like Wi-Fi,
which can transmit signals through walls
and other obstacles, Li-Fi requires a direct
or semi-direct path between the transmitter
(light source) and receiver (Li-Fi Co, 2024a).
This limitation makes the technology less ef-
fective in dynamic military environments,
such as battlefields, where obstacles are com-
mon and rapid mobility is essential. While
solutions like reflective surfaces and hybrid
RF-Li-Fi systems have been proposed, these
require further development to ensure reliable
performance in such scenarios (Haigh, 2020;
Noshad & Brandt-Pearce, 2014).

Li-Fi’s effective range presents a notable lim-
itation that hampers its practical usability,
particularly in large-scale deployments (Singh
and Sharma, 2020). The technology relies
heavily on the strength of the light source
and the sensitivity of the photodetector, con-
fining its effective range to only a few metres
under optimal conditions (Kuehner-Hebert,
2023). This limitation becomes even more
pronounced in environments where the light
source is obstructed or where ambient light
interference reduces signal quality (Singh and
Sharma, 2020). In comparison, Wi-Fi, which
operates on RF signals, can deliver reliable
connectivity over tens of metres indoors and
even greater distances outdoors (Haiston,
2023). This scalability makes Wi-Fi far more
suited for extensive military operations, such
as establishing base-wide communication net-

works or ensuring connectivity in open com-

bat zones, albeit the connectivity is limited in
certain military settings due to security.

For example, military units requiring mobili-
ty or distributed operations would find Li-Fi’s
range a significant bottleneck, as it necessi-
tates a dense network of light sources to cover
even a moderately sized area. Additionally,
the effectiveness of Li-Fi diminishes as dis-
tance increases, often requiring high-powered
LEDs or advanced photodetectors to extend
coverage, which adds to both energy demands
and equipment costs (Sangikyo, 2021; Versa
Technology, 2020). Unlike Wi-Fi, which can
seamlessly penetrate walls and physical barri-
ers, Li-Fi's dependence on direct or semi-di-
rect line-of-sight further exacerbates its range
limitations, hence making it impractical for
scenarios that require long-distance commu-
nication or operations across multiple terrains
(Haas et al., 2015).

Environmental factors pose yet another chal-
lenge for Li-Fi. Sunlight, for instance, can
saturate photodetectors, while weather condi-
tions like fog, rain, or dust can scatter light
beams, significantly degrading signal quality
(Kumar, 2024). These limitations make Li-
Fi unsuitable for outdoor and all-weather
military operations where RF-based tech-
nologies remain more robust (Rajagopal et
al., 2012). Overcoming such challenges re-
quires advancements in adaptive optics and
environmental shielding to ensure consistent
performance in diverse conditions (Li-Fi Co,

2024b).
Although Li-Fi offers higher theoretical band-

width compared to RF systems, achieving
this potential comes with substantial tech-




nical hurdles (Haiston, 2023). Sophisticated
modulation techniques, such as Orthogonal
Frequency Division Multiplexing (OFDM)
and Intensity Modulation/Direct Detection
(IM/DD), are required to maximise data
rates and channel efficiency (Mohsin and
Murdas, 2023; Tan et al, 2019). While these
methods enable high-speed data transfer, they
also increase the system’s complexity and may
introduce additional latency during data en-
coding and decoding. Such latency can pose
challenges in mission-critical military oper-
ations, where even milliseconds can impact
outcomes. For example, augmented reality
(AR) systems used by soldiers for battlefield
visualisation demand seamless and real-time
data transfer to ensure accuracy and situa-
tional awareness (Kirrbach et al., 2019). Any
lag or interruption caused by Li-Fi’s modu-
lation constraints could jeopardise the mis-
sion’s success. Similarly, autonomous drones
and robotics, which depend on continuous,
high-bandwidth data streams for navigation
and coordination, could suffer from perfor-
mance degradation in environments where
Li-Fi’s theoretical advantages cannot be fully
realised (Kumar, 2024).

Moreover, the high data rates achievable with
Li-Fi necessitate optimal alignment between
the light source and the receiver, which is
often challenging in dynamic or mobile sce-
narios (Alshaer et al., 2021). Military appli-
cations often require robust communication
systems that can adapt to rapid movements,
sudden changes in positioning, or environ-
mental disruptions (Lowry III, 2019). These
scenarios further complicate the integration
of advanced modulation techniques into Li-
Fi systems. Research is ongoing to develop

more adaptive and low-latency modulation
protocols, but until these technologies ma-
ture, Li-Fi will remain less reliable for appli-
cations requiring instantaneous responses or
constant high-speed connectivity (Linnartz et
al., 2022).

Power consumption presents another criti-
cal concern when considering Li-Fi for mil-
itary applications. While Li-Fi technology
can leverage existing LED lighting systems
for dual purposes—providing illumination
and enabling data transmission—this dual
functionality can result in increased energy
demands. In scenarios requiring 24/7 com-
munication, such as surveillance operations
or secure data links in command centres, the
continuous operation of LEDs for both light-
ing and communication significantly raises
power requirements. This issue is particularly
pressing in energy-constrained environments
like remote military outposts, where access
to power supplies is limited, or submarines,
where operational efficiency hinges on con-

serving every watt of energy (Bennett, 2016).

Additionally, the increasing energy demands
could lead to logistical complications in de-
ployment. One advantage of Li-Fi in contrast
to Wi-Fi is the low price and energy con-
sumption (Pothanaicker, 2016). For example,
power generators or energy storage systems in
remote locations may need to be upgraded to
accommodate the increased load, diverting re-
sources from other mission-critical functions.
Even in scenarios where solar or alternative
energy sources are available, maintaining un-
interrupted Li-Fi communication could place
undue strain on the energy infrastructure
(Chatterjee et al., 2015). Developing ener-
gy-efficient Li-Fi systems, such as low-power
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LEDs or adaptive dimming techniques, is a
potential solution. However, these advance-
ments may come at the expense of signal
quality or range, necessitating trade-offs that
could limit Li-Fi’s applicability in high-stakes

military operations.

Finally, hardware compatibility significantly
impacts Li-Fi adoption in military settings.
The technology requires specialised photode-
tectors and transmitters, increasing costs and
complicating logistics (GreyB, n.d.). Retro-
fitting existing military communication in-
frastructure to support Li-Fi would demand
considerable investment in both hardware
and training. Additionally, the lack of uni-
versal standards and cross-vendor interoper-
ability further complicates integration with
existing communication systems (Pathak et
al., 2015).

Operational Challenges

In operational contexts, the deployment of
Li-Fi in dynamic environments is a notable
challenge. Combat zones or mobile com-
mand centres often require highly adaptable
communication systems capable of function-
ing under constant movement (Faster Capi-
tal, 2024). Li-Fi’s reliance on stationary light
sources limits its application in such scenari-
os, particularly for troops or vehicles in tran-
sit. In these cases, RF-based systems remain
more practical due to their inherent flexibility
(Komine & Nakagawa, 2004).

Signal security is a double-edged sword for
Li-Fi. On the one hand, its confined spatial
range and the inability of light signals to pen-
etrate walls make it inherently more secure
against long-range interception compared to
RF systems (To Be, n.d.). However, visible

light beams could inadvertently expose the
location of sensitive operations, posing risks
for stealth missions. Enhancements like nar-
row-beam optics and encrypted communica-
tion can address this issue but add complexity
to the system (Haas and Cogalan, 2019).

The cost and maintenance of Li-Fi systems
also present substantial barriers to adoption.
The high initial investment required for spe-
cialised LEDs, photodetectors, and network
management systems can deter widespread
use (Oledcomm, n.d-b.). Furthermore, main-
taining these systems in harsh environments
such as deserts or maritime settings introduc-
es additional operational costs. For example,
it is reported that the application of Li-Fi is
challenged significantly in deep water due
to environmental sensitivity and high costs
(Das, n.d.). Environmental factors like heat,
moisture, and physical wear can accelerate
hardware degradation, reducing the technol-
ogy’s reliability and lifespan (Burchardt et al.,
2014).

Interoperability is another significant opera-
tional hurdle. Military operations often rely
on seamless communication across multiple
platforms and units with advanced encryp-
tion methods (Oledcomm, n.d.-a). This is a
requirement that Li-Fi struggles to meet due
to its lack of universal standards (Livinus,
2023). This limitation can result in ineffi-
ciencies or vulnerabilities in joint operations,
especially when attempting to integrate Li-Fi
into existing RF-based networks (Badeel et.
al, 2021). Addressing this challenge will re-
quire the development of standardised pro-
tocols and hybrid systems that leverage the
strengths of both Li-Fi and RF technologies.




Wireless have
evolved significantly, with technologies like

Wi-Fi and Bluetooth dominating the land-

communication  systems

scape due to their robustness, scalability, and
widespread adoption. In contrast, Li-Fi, while
a promising innovation, remains in its na-
scent stages. This section provides a detailed
comparative analysis of Li-Fi and traditional
wireless technologies, focusing on their capa-
bilities, limitations, and suitability for various
military applications.

Bandwidth and Speed

One of Li-Fi’s most significant advantages
over traditional wireless systems is its poten-
tial to deliver high-speed data transmission,
leveraging the visible light spectrum. The vis-
ible spectrum offers bandwidths thousands of
times greater than the RF spectrum, theoret-
ically allowing Li-Fi to achieve data rates up
to 224 Gbps (Haas et al., 2015). In compar-
ison, Wi-Fi systems operating on RF bands
are limited to a maximum theoretical speed
0f 9.6 Gbps under the latest Wi-Fi 6 standard
(IEEE, 2021).

This bandwidth advantage positions Li-Fi as
a viable option for data-heavy applications in
military settings, such as real-time analytics,
augmented reality (AR) systems for soldiers,
and high-resolution video streaming for re-
connaissance (Kirrbach et al., 2019). Howev-
er, achieving these speeds in practical scenarios
is contingent on ideal conditions, including a
direct LOS, absence of ambient light inter-
ference, and proximity to the light source. In
contrast, Wi-Fi and other RF-based technol-

ogies maintain consistent performance over

greater distances and in environments where
physical obstacles or adverse weather condi-
tions are present (Rajagopal et al., 2012).

Range and Scalability

Wi-Fi’s ability to operate over tens of meters
indoors and even longer ranges outdoors pro-
vides a significant edge in terms of scalability.
Its signals can penetrate walls, making it ideal
for large-scale deployments, such as secur-
ing communication across an entire military
base or in combat zones. In contrast, Li-Fi’s
effective range is typically limited to a few
meters due to the reliance on visible light and
photodetectors. This constraint necessitates a
dense network of Li-Fi-enabled light sources
to achieve the same level of coverage, increas-
ing the infrastructure requirements and costs
(Haas et al., 2015).

Furthermore, while Wi-Fi enables seamless
connectivity in dynamic environments, such
as mobile command centres or moving vehi-
cles, Li-Fi struggles in these scenarios due to
its need for a stable LOS. For example, in bat-
tlefield operations requiring constant move-
ment, RF-based systems remain more prac-
tical and reliable. Although hybrid systems
combining RF and Li-Fi technologies are be-
ing explored to address these limitations, they
are not yet mature enough for widespread
military adoption (Komine & Nakagawa,

2004).
Interference and Environmental Factors

Traditional wireless technologies face interfer-
ence from other RF systems, which can de-
grade signal quality in environments saturat-
ed with electronic devices. Li-Fi, on the other
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hand, is immune to electromagnetic inter-
ference, making it particularly attractive for
sensitive military operations where electronic
warfare or jamming is a concern (Burchardt

etal., 2014).

However, Li-Fi is highly susceptible to en-
vironmental factors that do not impact RF
technologies. For instance, sunlight can sat-
urate photodetectors, and weather conditions
like fog, rain, or dust can scatter visible light
beams, significantly reducing signal quality.
These vulnerabilities make Li-Fi unsuitable
for outdoor or all-weather operations where
traditional RF systems remain the preferred
choice (Rajagopal et al., 2012). Advances in
adaptive optics and environmental shielding
could potentially mitigate these challenges,
but such solutions are still under develop-

ment.
Security Considerations

Li-Fi offers inherent security advantages due
to the confined nature of light signals, which
do not penetrate walls. This makes Li-Fi com-
munication less susceptible to long-range
interception or eavesdropping compared to
RF-based systems. For military applications
involving classified or sensitive information,
this feature provides an added layer of protec-
tion (Badeel et al., 2021).

However, this security advantage is not with-
out its caveats. The visible nature of Li-Fi sig-
nals can inadvertently expose the location of a
light source, posing risks in stealth operations.
In contrast, Wi-Fi and other RF systems,
while more vulnerable to interception, do not
have a physical signal footprint that can be
easily detected. Implementing narrow-beam
optics and encrypted communication pro-

tocols can enhance Li-Fi’s security, but these

measures increase system complexity and cost
(Haas et al., 2015).

Power Efficiency

Energy efficiency is a critical consideration
for both Li-Fi and traditional wireless tech-
nologies, especially in military contexts
where power resources are often limited. Li-
Fi systems can utilise existing LED lighting
infrastructure, providing dual functionality
for illumination and data transmission. This
integration theoretically reduces energy con-
sumption compared to deploying separate
lighting and communication systems.

However, the continuous operation of LEDs
for both lighting and data transmission can
increase overall power requirements, particu-
larly in scenarios demanding 24/7 connectiv-
ity. Wi-Fi systems, while not inherently more
energy-efficient, do not require constant illu-
mination and thus may prove more adaptable
in power-constrained environments such as
remote military outposts or submarines (Bae-
za and Garcia, 2023).

Hardware and Infrastructure

The widespread adoption of Wi-Fi and other
RE-based systems has resulted in the develop-
ment of standardised hardware and protocols,
enabling seamless integration across multiple
platforms. In contrast, Li-Fi requires special-
ised photodetectors, LEDs, and modems,
which complicates its deployment and in-
creases costs (Pathak et al., 2015). Additional-
ly, retrofitting existing military infrastructure
to accommodate Li-Fi would require signif-
icant investment in both hardware and per-
sonnel training.




Moreover, the lack of universal standards for
Li-Fi further hampers its interoperability with
existing communication systems. For joint
operations involving multiple military units
or allied nations, this lack of standardisation
could result in inefficiencies or vulnerabili-
ties. Wi-Fi, with its established ecosystem and
cross-vendor compatibility, remains the more
practical choice for such scenarios (The WiFi

Specialist, n.d.).
Application Suitability

The choice between Li-Fi and traditional
wireless technologies ultimately depends on
the specific requirements of the application.
For indoor environments where high-speed
data transfer and enhanced security are pri-

orities, such as command centres or secure

The exploration of Li-Fi as a cutting-edge
communication technology underscores its
transformative potential in addressing the
limitations of traditional RF-based systems.
With its unprecedented bandwidth, inherent
security advantages, and energy-efficient de-
sign, Li-Fi stands poised to redefine wireless
communication across a spectrum of applica-
tions, particularly in the military domain. As
military operations grow increasingly com-
plex and technology-dependent, the need
for secure, high-speed, and reliable commu-
nication systems becomes paramount. Li-Fi’s
ability to deliver on these fronts positions it as

a critical asset for modern defence strategies.

In military command and control centres,
Li-Fi’s high-speed data transmission and re-
sistance to electromagnetic interference offer

significant operational advantages. By en-

communication hubs, Li-Fi offers distinct
advantages. In contrast, Wi-Fi and RF-based
systems are better suited for outdoor, large-
scale, or mobile deployments, where range,
scalability, and environmental resilience are
critical factors.

Hybrid systems combining the strengths of
Li-Fi and RF technologies represent a promis-
ing avenue for future development. By lever-
aging Li-Fi for high-speed, secure data trans-
fer in localised environments and using RF
systems for long-range communication, such
solutions could offer a balanced approach to
military communication challenges. However,
realising this vision will require advancements
in hardware, standardisation, and integration
protocols (Komine & Nakagawa, 2004).

abling real-time decision-making and ensur-
ing secure data exchange, Li-Fi can enhance
situational awareness and streamline mission
coordination. Its localised nature reduces the
risk of interception, providing a robust com-
munication solution for sensitive operations.
Similarly, in naval operations, Li-Fi’s capacity
for secure and interference-free communica-
tion can revolutionise fleet coordination and
underwater communication, addressing long-
standing challenges associated with tradition-
al RF systems.

The unique attributes of Li-Fi also make it
an invaluable tool for crisis management and
disaster response. Its ability to establish local-
ised, high-speed networks in the absence of
traditional infrastructure can facilitate seam-
less coordination among first responders and

military personnel, enhancing the effective-
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ness of relief efforts. The development of in-
novative deployment methods, such as Li-Fi-
equipped balloons or portable LED systems,
further expands its applicability in emergency

scenarios.

However, the integration of Li-Fi into mili-
tary communication networks is not without
challenges. Its reliance on LOS communica-
tion and its limited range necessitate further
advancements in technology and infrastruc-
ture. Environmental factors, such as sunlight
and weather conditions, pose additional hur-
dles that must be addressed through adaptive
optics and shielding solutions. Moreover, the
high initial costs and the need for specialised
hardware highlight the importance of strate-
gic investment and phased implementation.

To fully realise the potential of Li-Fi, a hybrid
approach that combines its strengths with
those of RF-based systems offers a promising
path forward. By leveraging Li-Fi for secure,
high-speed, and localised communication
and utilising RF technologies for long-range
connectivity, military forces can achieve a bal-
anced and resilient communication network.
The recent standardisation of Li-Fi through
the IEEE 802.11bb framework marks a sig-
nificant milestone, paving the way for broad-

er adoption and interoperability across plat-
forms.

Looking ahead, continued research and de-
velopment will be crucial in overcoming the
technical and operational challenges associ-
ated with Li-Fi. Innovations in modulation
techniques, photodetector sensitivity, and
energy-efficient designs will further enhance
its viability for military applications. As coun-
tries invest in next-generation communica-
tion technologies to gain strategic advantages,
Li-Fi’s role in shaping the future of defence

communications cannot be overstated.

In conclusion, Li-Fi represents a revolution-
ary leap in wireless communication, offering
a secure, high-speed, and environmentally
sustainable alternative to traditional systems.
Its potential to address the critical communi-
cation needs of military operations, coupled
with its adaptability to diverse environments,
positions it as a cornerstone of future defence
strategies. By embracing Li-Fi and fostering
its integration with existing technologies,
military forces can enhance their operational
capabilities, ensuring readiness and resilience

in an increasingly complex and interconnect-
gly

ed world.
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