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Blockchain in defence: a breakthrough?

Blockchain is set to radically change 
our way of life in the coming dec-
ades. That is why many authors, like 
Marc Andreessen, considered it “one 
of the most important technologies 

since the advent of the Internet.” (Finance Train, 
2019). Based on a peer-to-peer (P2P) topology, 
blockchain is a distributed ledger technology 
that allows data to be stored globally on thou-
sands of servers – while letting anyone on the 
network see everyone else's entries in near-real- 
 

time (ComputerWorld, 2019). In other words, 
blockchain can be described as a global online 
database, that anyone, anywhere in the world, 
with an internet connection, can use. As a con-
sequence, a blockchain doesn’t belong to anyone, 
and it stores information permanently across a 
network of personal computers. Consequently, 
it can be seen as a revolutionary technology, 
thanks to its decentralised nature and its abil-
ity to distribute information among its partic-
ipants, in total transparency evenly.
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Blockchain’s most popular application is Bit-
coin. Allegedly invented by the pseudony-
mous Satoshi Nakamoto, Bitcoin is a digi-
tal currency created and held electronically, 
which can be sent to anyone, whether or not 
they are known to the sender. Bitcoin relies 
on a ledger of transactions much like a bank 
maintains, but with copies of that ledger dis-
tributed among computers all over the world, 
automatically updating with every transaction. 
Maintaining this distributed ledger requires 
a lot of work, but it was no one’s job to do 
this work. Instead, the system pays out cryp-
tocurrency to those who volunteer to do it. 
This allows for the maintenance of the decen-
tralised ledger – a ledger maintained not by 
a single party, but by a network of people.

The several advantages of the blockchain (such 
as its resilience, security and immutability), 
mostly due to its decentralised nature, make 
it particularly useful in defence. Indeed, this 
technology can be used both in operational 
and support roles, and the private blockchain 
is privileged in this field. Firstly, blockchain 
represents a powerful tool to prevent cyber-at-
tacks, whether this is on the battlefield, in intel-
ligence, the defence industry, or government 
defence departments. Secondly, blockchain 
technology can assist in managing defence 
supply chains, which constantly accumulate 
actors and complexity. Blockchain can ensure 
the accuracy of identities and improve the 
traceability of the materials (including sen-
sitive ones like weapons), at each step from 
their source to their destination.

Consequently, it will offer a better overview 
of the resources available and reveal inefficien-
cies. Thirdly, blockchain technology is useful 
for strengthening the resilience of communi-
cations, within armies, departments of defence 
as well as in the defence industries. Finally, 
blockchain could also help secure personal 
data confidentiality, 3D printing data, sol-
diers registers or smart contracts. 

The advent of blockchain technology has caused 
a particular excitement across businesses and 
governments. Many researchers remain scep-
tical about the advantages of blockchain for 
DoD operations, and some point out that 
the structure of the technology may impede 
them. The so-called “immutability” of data in 
a blockchain is guaranteed as long as the net-
work is big enough and the participation is 
well distributed among the users. But as we 
shall see, this isn’t always the case, and the 
defence sector should be aware of it. If a user 
is infected in a permissionless network (a net-
work which you can join without having to ask 
for permission), and other users are aware of 
it, they can easily ignore him and the blocks 
he is attempting to post. But if data from a 
permissioned network owner or consortium 
member is accessed, it will have more severe 
implications. If the owner or part of the con-
sortium is compromised, so is the network. 
Blockchain isn’t as invulnerable as is often 
thought, and we shall delve into its challenges 
and limits regarding its implementation in the 
defence sector.

In this paper, we will examine how block-
chain works and discuss its civilian and mili-
tary uses. We shall see how numerous depart-
ments of defence all over the world are working 
on implementing blockchain technology for 
defence and security purposes. This paper shall 
also address in detail the developments within 
the main countries and powers that are cur-
rently integrating blockchain into their armies, 
such as China, Russia and the United States. 
Beyond that, we shall analyse how blockchain, 
like any other new technology, still has its 
shortcomings. This leads us to the questions 
of whether blockchain has the potential to 
be a real game-changer in military affairs if 
it has been investigated thoroughly enough, 
and whether sufficient funds have been allo-
cated to its optimisation.



APPLICATIONS AND FUNCTIONING OF BLOCKCHAIN TECHNOLOGY

Since its advent in 2008, blockchain has been per-
ceived as a groundbreaking technology. Accord-
ing to Schrepel (2018), a blockchain is “an 
open and distributed ledger that can record – 
manually or automatically – all sorts of trans-
actions between users. Once they are recorded, 
these transactions are permanent and can be 
seen by all users, which is one of the reasons 
why blockchain can be trusted. All users agree 
to a certain set of procedures – called the pro-
tocol – which sets the rules of the blockchain. 
Once the protocol is determined, the blockchain 
operates under it, and no deviation from it is 
in theory possible, which creates and enhances 
trust” (Schrepel, 2018, pp. 288-289). To sum it 
up, blockchain technology consists of digitally 
signed and time-stamped data clusters that are 
published and linked together like a chain. It 
allows multiple users to post at the same time 
through a secure algorithm in multiple cyber 
locations, without the risk of data manipu-
lation. There is only one version of the data, 
and all users have the same copy that they can 
separately review. Thus, they can confirm the 
authenticity of transactions without changing 
past authenticated data.

Very often, the analogy of a Google Document 
is used to explain blockchain technology. When 
we create a document and share it with a group 
of people, the document is distributed instead 
of copied or transferred. This creates a decen-
tralised distribution chain that gives everyone 
access to the document at the same time. No 
one is locked out awaiting changes from another 
party, while all modifications to the document 
are being recorded in real-time, making changes 
completely transparent.

Regarding its technical functioning, block-
chain consists of three important concepts: 
blocks, nodes and miners. Every chain con-
sists of multiple blocks, and each block has 
three essential elements: the data in the block; 

a 32-whole number called a nonce (a nonce is 
randomly generated when a block is created, 
and it then generates a block header hash); and a 
hash, which is a 256-bit number wedded to the 
nonce. When the first block of a chain is cre-
ated, a nonce generates the cryptographic hash. 
The data in the block is considered signed and 
forever tied to the nonce and hash unless it is 
mined. Mining is the process of adding trans-
actions to the large distributed public ledger 
of existing transactions.

Another important concept in blockchain tech-
nology is decentralisation. No computer or 
organisation can own the chain. Instead, it is 
a ledger distributed via the nodes connected to 
the chain. Nodes can be any kind of electronic 
device that maintains copies of the blockchain 
and keeps the network functioning. Every node 
has its copy of the blockchain, and the network 
must algorithmically approve any newly mined 
block for the chain to be updated, trusted and 
verified. Since blockchains are transparent, every 
action in the ledger can be easily checked and 
viewed. This is why blockchain is regarded as a 
trust-based process, with digital signatures and 
keys to authorise the transactions and identify 
the participant. Once recorded to a chain, a 
blockchain cannot be removed nor modified. It 
can only be added to the chain, which ensures 
the data’s integrity. As a result, blockchain net-
works not only reduce the probability of com-
promise but also impose significantly higher 
costs on an adversary to do so. 

In simpler words, all network participants 
have access to the distributed ledger and its 
immutable record of transactions. With this 
shared ledger, transactions are recorded only 
once, eliminating the duplication of effort 
that is typical of traditional business networks. 
No participant can change or tamper with a 
transaction after it has been recorded to the 
shared ledger. 
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(FinDev Gateway; 2018)

As a groundbreaking technology, blockchain has 
different characteristics. A helpful summary was 
articulated by Chedrawi and Howeyeck (Saint 
Joseph University of Beirut Lebanon, 2018). 
First of all, according to them, blockchains are 

politically and architecturally decentralised (as 
no one is controlling them and as they don’t 
possess any infrastructural central point of fail-
ure). Therefore, no trust element is needed 
since no central trusted agency is required. This 
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characteristic then guarantees privacy and ano-
nymity. Secondly, blockchain technology is dis-
tributed, as each participant in the network 
maintains a complete record of past transactions.

As a consequence, all transactions information is 
available at any node at any given point in time 
with equal constitutive value (The Modern Law 
Review Limited, Paech, 2017). Thirdly, block-
chains are disruptive, as they can have a mas-
sive impact on any economic or social system. 
Finally, they are divine, in the sense that identi-
cal rules are to be followed in every transaction 
(Standardised Rules), no modification can be 
done (Immutability) and no falsification could 
be made (Persistency).

There are different types of blockchain, which 
vary from one author to another. According to 
Buterin (CoinDesk; 2015), they can be roughly 
categorised into three: public, private and con-
sortium blockchains. A blockchain is public 
when anyone can read it anywhere in the world. 
This kind of blockchain is known to be fully 
decentralised. Conversely, private blockchains, 
also known as permissioned blockchains, differ 
from public blockchains in three notable ways. 
First, participants need permission to join the 
networks. Second, transactions are private and 
are only available to ecosystem participants that 
have been permitted to join the network. Finally, 
private blockchains are more centralised than 
public blockchains. Private blockchains are valu-
able for enterprises that want to collaborate and 
share data but don’t want their sensitive busi-
ness data visible on a public blockchain. This 
type of blockchain would seem best suited to be 
adopted in the defence sector, given the nature 
and sensitivity of the information generated and 
stored. Consortium blockchains are sometimes 
considered a separate designation from private 
blockchains. The main difference between them 
is that consortium blockchains are governed by a 
group rather than a single entity. This approach 
has all the same benefits of a private blockchain 
and could be considered a sub-category of private 

blockchains, as opposed to a separate type of 
chain. This kind of blockchain can be regarded 
as partially decentralised because the right to 
access the network can be limited to a number 
of participants. Ultimately, we can also evoke 
the case of permissioned blockchain networks, 
which can sometimes be used by businesses that 
want to set up a private blockchain. This places 
restrictions on who is allowed to participate in 
the network, and only in certain transactions. 
Participants need to obtain an invitation or per-
mission to join.

Before discussing the military applications of 
blockchain technology, it is beneficial to review 
its other uses. In the last decade, blockchain 
technology has been steadily gaining traction 
in traditional business applications around the 
world, to the point that blockchain-focused 
venture capital fundraising tripled to $3 billion 
between the years 2017 and 2018. As already 
stated before, blockchain has long been asso-
ciated with cryptocurrency, as it was initially 
created as the ultra-transparent ledger system 
for Bitcoin to operate on. However, the tech-
nology's transparency and security have seen 
growing adoption in a number of areas, much 
of which can be traced back to the develop-
ment of the Ethereum blockchain. Developed 
by Vitalik Buterin in late 2013, the Ethereum 
Project relied on a platform combining tradi-
tional blockchain functionality with one key 
difference: the execution of computer code. 
Thus, Ethereum blockchain let developers create 
sophisticated programs that can communicate 
with one another on the blockchain. Ethereum 
programmers can create tokens to represent 
any kind of digital asset, track its ownership 
and execute its functionality according to a set 
of programming instructions. Tokens can be 
music files, contracts, concert tickets or even 
a patient's medical records. This project has 
broadened the potential of blockchain to per-
meate other sectors like media, government and 
identity security. Thousands of companies are 
currently researching and developing products 
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and ecosystems that run entirely on this bur-
geoning technology.

As mentioned earlier, one of the primary ben-
efits of blockchain technology is its immu-
tability, which is the unchangeable nature of 
the “ledger” of data posted to the network. 
This critical feature can provide widespread 
benefits across a variety of industries around 
the world. This is completed by the decentral-
ised aspect of blockchain technology, which is 
expected to change our life from the way we 
transact business or manage assets, to the way 
we use our machines, vote, rent a car and even 
prove our identity. It will transform banks and 
other financial institutions, hospitals, com-
panies, and governments, among others. For 
instance, blockchain can be used to operate 
decentralised cryptocurrency, as is already the 
case today. At its simplest, cryptocurrencies, or 
digital coins, are coins that are passed through 
an electronic network. To use them, users can 
make transactions by check, wiring, or cash. 
Otherwise, one can also use a type of virtual 
currency, most famously Bitcoin (BTC) but 
also Litecoin, Peercoin, or Dogecoin, among 
others, where transactions are made using an 
electronic coded address.

Furthermore, blockchain technology can be 
invaluable in the asset management and finan-

cial services industries. 
Recent numbers show 
that the asset manage-
ment industry could cut 
costs by $2.7 billion every 
year by moving to block-
chain technology (Finan-
cial Times, 2018). In the 
financial sector, practical 
applications of blockchain 
include client screening 
and onboarding, record-
keeping, data privacy and 
security, and trade pro-
cessing. Moreover, block-
chain provides a way to 
securely and efficiently 
create a tamper-proof 
log of sensitive activity. 

This makes it excellent for international pay-
ments and money transfers. That is why in 
2018, Banco Santander launched the world's 
first blockchain-based money transfer service. 
Besides, blockchain-based systems also have 
the potential to improve capital markets. A 
McKinsey report identifies three benefits that 
blockchain solutions offer to capital markets 
(McKinsey Digital, 2018): faster clearing and 
settlement; consolidated audit trail; and oper-
ational improvements. As traditional financial 
systems tend to be cumbersome, error-prone 
and increasingly slow, users find the blockchain 
cheaper, more transparent and more effective. 
Consequently, a growing number of financial 
services are using this system to introduce inno-
vations, such as smart bonds and smart contracts. 

Smart contracts are mainly used within the 
insurance industry. They are digital documents 
embedded with an if-this-then-that (IFTTT) 
code, which gives them self-execution. In real 
life, an intermediary ensures that all parties 
follow through on terms. The blockchain not 
only waives the need for third parties but also 



ensures that all ledger participants know the 
contract details and that contractual terms are 
implemented automatically once conditions are 
met. All contracts and claims can be recorded 
on the blockchain and validated by the network, 
which would eliminate invalid claims since the 
blockchain would reject multiple claims on the 
same accident. 

Another potential application of blockchain 
technology is in supply chain management. 
Blockchain’s immutable ledger makes it well 
suited to tasks such as real-time tracking of 
goods as they move and change hands through-
out the supply chain. Using a blockchain opens 
up several options for companies transporting 
these goods. Moreover, media companies have 
also started to adopt blockchain technology to 
eliminate fraud, reduce costs, and even protect 
the Intellectual Property (IP) rights of content. 
Nevertheless, one of the most promising uses 
of blockchain is expected to be in the Internet 
of Things (IoT). It has been argued that block-
chain-enabled IoT devices would operate faster 
and more securely for both users and businesses, 
enabling less centralised control over the financial 
industry, internet usage, and ownership rights 
(Visual Capitalist, 2019). According to Gartner 
(2019), 20.4 billion IoT-connected devices will 
be active by the end of 2020, with some esti-
mates showing the IoT market will reach $3 
trillion annually by 2026. Thus, blockchain 
could be used in smart property applications 
and smart appliances. Finally, the blockchain 
government, intimately linked to blockchain 
identity, could also have a significant impact 
on citizens’ lives. National, state, and local gov-
ernments are responsible for maintaining indi-
viduals' records such as birth and death dates, 
marital status, or property transfers. Yet man-
aging this data can be difficult, especially as 
most of these records only exist in paper form.

Moreover, citizens have to physically go to their 
local government offices to make changes, which 
is time-consuming, unnecessary and frustrating. 

Blockchain technology could simplify this record-
keeping and make the data far more secure. 
Moreover, blockchain could protect an indi-
vidual’s identity by encrypting it and secur-
ing it from spammers and marketing schemes.

The advantages of the blockchain make it par-
ticularly useful in defence. This technology can 
be used both in operational and support roles, 
and the private blockchain is privileged in this 
field. Blockchain represents a powerful tool to 
prevent cyber-attacks, whether this is on the 
battlefield, in intelligence, the defence indus-
try or the departments of defence. 

All of these innovations permitted by the use 
of blockchain might seem like something out 
of science-fiction, but they are fast becoming 
a reality. However, if grounded upon ethical 
standards, blockchain could become a pow-
erful tool for improving business, conducting 
fair trade, democratising the global economy, 
and helping to support more open and equi-
table societies.

Military uses of the blockchain

Blockchain would be particularly useful in 
defence. This technology has several advan-
tages that stem from its decentralised nature. 
Firstly, the distributed structure of the block-
chain ensures its availability. It also makes this 
technology less expensive. Secondly, its resilience, 
security and immutability are particularly useful 
to store the data and are a strong asset for many 
military applications. That is the reason why aer-
ospace and defence industry executives surveyed 
by Accenture in 2017 (blockchain in Aerospace 
and Defence, 2017) cited blockchain as one of 
the top emerging technologies they wanted to 
promote to increase industry growth and effi-
ciency. Also, defence departments all over the 
world are increasingly attracted by the power 
of the blockchain. And, according to European 
Defence Matters (14th edition, 2017), “in the 
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coming years, the defence research community 
is expected to search for new applications for 
the military based on blockchain technology 
with predominant candidate areas such as cyber 
defence, secure messaging, resilient communi-
cations, logistics support and the networking 
of the defence Internet of Things.”

Blockchain technology has many utilities in the 
defence sector, as it can be used both in opera-
tional and support roles. In this section, we will 
mainly focus on the three kinds of uses high-
lighted by Barnas (2016): cyber defence and 
data integrity, supply chain management, and 
resilient communications.

Technically, in the field of defence, it seems 
that the private blockchain would be the most 
useful. With a public blockchain, access to the 
chain would not be controlled, which could 
be dangerous to protect sensitive information. 
Since private blockchains are characterised by 
barriers to entry, with one administration in 
charge of accepting the participants and defin-
ing the rules of the chains (read and write per-
missions), they are the most suited to defence 
uses. Access and system rules could be controlled 
by one entity: the Army Chief. In a context of 
inter-services governance, a hybrid blockchain 
would also be possible.

Cyber defence and data integrity

The many benefits of blockchain make it a pow-
erful prevention tool against cyber-attacks and 
explain why this technology is helpful in sev-
eral fields linked with cyber defence.

In 2017, 235 GB of classified information belong-
ing to South Korean and American intelligence 
services were stolen by North Korea. The same 
year, the European Commission stated that “there 
were more than 4,000 ransomware attacks per 
day and 80% of European companies experi-
enced at least one cybersecurity incident. The 

economic impact of cyber-crime has risen five-
fold over the past four years alone” (European 
Commission, State of the Union, 2017). The 
US federal government has been the target of 
more than 60,000 cyberattacks, notably in the 
energy sector, which is made vulnerable by its 
connectedness and dependence on computing 
technology (Mire, 2018). Storing large amounts 
of highly sensitive information in the same place 
is particularly risky. It can lead to the “terabyte 
of death”, an expression used to describe the 
theft of massive classified information by foreign 
actors. In this context, the resilience offered by 
the blockchain, with its distributed nature and 
its ability to detect and block any penetrative 
attempt, can be significantly helpful.

On the battlefield, soldiers need to be sure that 
the orders and information they receive are valid 
and accurate. A centralised entity in charge of 
digital communication is more vulnerable to 
attacks that can result in the communication 
being intercepted or altered. Additionally, if 
a part of a network is affected, the integrity 
of the system is not promised, and the whole 
network can collapse. Once again, blockchain 
appears as a solution to this challenge. By shar-
ing data horizontally, it democratises the bat-
tlespace and establishes a secure environment 
within which the failure of one node will not 
imply the failure of the others.

As regards critical weapon systems, traditional 
weaponry is increasingly combined with the 
digitalisation of the military. For instance, the 
US Navy is working on improving the ageing 
Aegis Combat System by using blockchain to 
secure more effectively the centralised com-
mand-and-control system that links the sensors 
with weapons within the system. This would 
enable the weapon to detect targets and fire in 
under a millisecond (Babones, 2018).

Many actors in the defence industry are eager to 
rely on blockchain, which gives a single, shared 
and immutable source of truth. As another report 
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by Accenture points out (Schmidt, Gelle, and 
Wheless, 2018), “inaccurate, manipulated, or 
biased data can have far-reaching, adverse conse-
quences, such as corrupted business insights and 
skewed decisions”. That explains why, accord-
ing to the report, 86% of aerospace and defence 
firms in Europe and the US plan to integrate the 
blockchain technology by 2021. The security of 
their transactions and supply chains would be 
strengthened. The collective and decentralised 

decision-making approach protects these pro-
cesses from cyberattacks. Blockchains are indeed 
secure and not alterable thanks to advanced 
cryptographic techniques.

Technically, these different fields can take advan-
tage of the data integrity permitted by block-
chain. Insofar as the blocks cannot be modified 
without the consent of all the participants or the 
administration of the chain, data transmissions 
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Current vs blockchain-based control of a critical weapons system



are ensured and must come from legitimate 
actors. Moreover, the security guaranteed by 
blockchain is not based on secrets or trust, and 
there are no passwords or cryptographic keys 
to protect. Finally, the blockchain harnesses 
the aggregate power of the whole network to 
resist the attempts of malicious actors actively. 

Supply chain management

Currently, military logistics and supply chains 
gather hundreds of different military and private 
sector actors. This environment is increasingly 
complex due to partnerships with developers, 
start-ups and industry players. Therefore, with 
so many participants, friction points become 
unavoidable. That leads to unnecessary costs, 
inaccuracies or failure points. Yet, blockchain 
can address these challenges. Regarding military 
logistics, it offers various advantages: higher deliv-
ery speed, traceability, safety, and reduced costs.

One of the most important uses of the block-
chain in supply chains is making them more 
transparent, secure and efficient. First, the veri-
fication of the identities is a key element in the 
defence sector whenever critical weapons and 
systems are at stake. According to McDonald 
(2019), “the blockchain can verify that all part-
ners in a defence or aerospace supply chain are 
operating within established parameters and are 
indeed who they claim to be”.

The traceability of the parts and material used in 
the defence industry is also crucial. Blockchain 
technology can help to determine the origin of 
the weapons from production to delivery and to 
prevent counterfeits. The date-stamped nature 
of the blockchain enables users to track past 
transactions easily. “This is achieved by embed-
ding sensors, reporting processes, and Internet 
of Things technologies at every step to monitor 
and report where its materials were sourced from, 
when and where it was manufactured, how it 
was transported and stored, and any repairs or 

maintenance that it has undergone,” McDon-
ald explains. Finally, defence companies could 
combine blockchain technology with others 
such as artificial intelligence, quantum com-
puting, and extended reality, as a way to boost 
both data exchanges and data analysis.

The integration of the blockchain at every step 
of the manufacturing process, including design, 
prototyping, testing and production, would 
offer a secured supply chain. The goods could 
be scanned at each step, giving Departments 
of Defence logistics teams an overview of the 
products paths. Currently, the lack of such vis-
ibility leads to confusion and miscommuni-
cation among supply chain participants, as 
well as a lack of trust between them (McPher-
son, Escaravage, Boozallen, no date). By con-
trast, with blockchain, the private key used by 
a supply chain partner will enable this partner 
to be identified. Sensitive information like the 
type of goods, origin and destination could be 
encrypted and visible only to allowed partici-
pants. Some companies have already chosen the 
blockchain for this type of use. For instance, in 
2018, Accenture and Thales developed a system 
based on this technology, securing and ration-
alising the supply chains in the aeronautic and 
defence sectors. If a piece is dysfunctional, its 
entrance into the chain and its path may be 
discovered more quickly thanks to blockchain.

Moreover, while defence systems increasingly 
use commercial-off-the-shelf components for 
their software systems, there is growing anxiety 
that these components could contain deliber-
ate vulnerabilities, exploitable by an adversary 
whenever it wants (Barnas, 2016). The block-
chain could be the solution, establishing the 
provenance of every processor, circuit board and 
software component from “cradle to cockpit”.

On the battlefields, material traceability and 
visibility over the product’s path are essential. 
The Army also needs to be confident in pre-po-
sitioned materials and movements of capabilities 
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to succeed in its operations. Blockchain tech-
nologies not only permit greater visibility on 
the material supply chain but can also improve 
food safety and healthcare on the battlefield. 
Tracking and tracing the food supply chain 
can prevent food-related outbreaks and help 
address the significant issue of the traceability 
of critical commodities such as pharmaceuti-
cals. Military staff also need to know at each 
planning level what resources are on hand, in 
transit or available to request. In other terms, 
what is required is a near-real-time overview of 
the material, goods and equipment.

Financial loss and waste are an issue both in 
the defence industry and during operations. In 
Afghanistan, for instance, the losses have been 
estimated to $17 billion for the United States. 
(Disruptor Daily, 2018). It is crucial to know 
perfectly where the funds are going and how 
they will be used. In the Afghanistan example, 
$2.7 billion of the losses were caused by a dys-
functional air surveillance balloon, and $150 
million were wasted on private villas for mili-
tary staff. The traceability of funds enabled by 
blockchain would be useful in avoiding such 
issues in the future.

Resilient communication 
and other uses

Resilient communications are useful in the 
Army, notably during operations. It requires, 
of course, access to the networks during these 
operations. Also, in a context of high-end con-
flict, blockchain could provide resilient com-
munications. In this type of conflict, defence 
departments should be prepared for the enemy 
to attack the electromagnetic spectrum and, 
in particular, the critical communication sys-
tems such as satellites, undersea cables or tac-
tical datalinks (Barnas, ibid). Also, the enemy 
will try to manipulate data to break the kill 
chain. To face this threat, armies will need the 
capability to securely generate, protect and 

share data, which is possible thanks to chains 
of blockchain, as explained above.

Furthermore, blockchain could be beneficial to 
secure messaging systems. Blockchain’s cryp-
tographic encryption techniques would permit 
the implementation of a measure of automation 
that could reduce the costs and improve both 
interagency and in-field communications. In line 
with this, the Defense Advanced Research Pro-
jects Agency of the US launched in 2016 a call 
for tenders for its “Secure Messaging Platform” 
project whose goal was to transfer messages to 
a decentralised protocol (Mire, 2018). NATO 
is also showing a desire to assist its members in 
implementing blockchain solutions. Because of 
the geographic emplacement of the members 
on the two sides of the Atlantic, secured com-
munication is a vital issue, both for the annual 
meeting and during the interim.

The many advantages of blockchain also make 
it useful for other applications in the field of 
defence. First, thanks to this technology, per-
sonal data confidentiality could be ensured. A 
digital identity, stored on the blockchain, could 
not be falsified. While blockchain has already 
been used by the UN to help Syrian refugees 
buy food (WFP, 2020), it could be particularly 
useful in a defence context to create combatant 
trackers... These trackers would be distributed 
between units and searchable by all participants, 
which would allow for checking the soldiers’ 
real-time location on the battlefield instantly. 
Second, blockchain offers greater order accu-
racy through smart contracts. Using them, allies 
can automatically commit funds to agreed ini-
tiatives and shared infrastructure, enhancing 
supranational defence projects.

Finally, as 3D printing is increasingly used to 
construct buildings but also to manufacture 
drones, grenade launchers, body armour and 
other equipment, blockchain can serve as a 
more secure transmission tool for data thanks 
to its distributed nature.
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DEVELOPMENTS IN THE BLOCKCHAIN TECHNOLOGY 
IN THE MILITARY AROUND THE WORLD

Blockchain technology (BT) started to be used 
in the public sector for the first time in 2012, 
in Estonia. After a nationwide hack in 2007, 
the Estonian government decided to heavily 
invest in secured digital technologies; block-
chain was one of these technologies. It was 
decided to test the applicability of blockchain 
technology for the registries of the Estonian 
Ministry of Justice. The technology chosen by 
Estonian authorities was that of the KSI block-
chain. This technology was created by the Esto-
nian tech company Guardtime after years of 
research and is now used globally. KSI is used 
for making networks, systems and data secured, 
fast and efficient, all while retaining total data 
privacy (PwC, 2019). The technology of KSI 
significantly increases the cyber safety of data 
systems. Consequently, the technology devel-
oped from KSI is even used by NATO and the 
US Department of Defense.

For a few years now, numerous states throughout 
the world have studied how they could develop 
and introduce blockchain in their security and 
defence sector. Indeed, over the two coming 
decades, the US Department of Defense esti-
mates that blockchain will likely dramatically 
change how the military and its special opera-
tions forces operate. The list of countries that 
have launched initiatives to implement block-
chain technology in military applications includes 
all the major actors: Russia, China, the USA, 
but also the EU, France, Japan, South Korea, 
Thailand and Israel. Each one of them hopes 
to “harness the advantages of this ascending 
technology” (Willink, 2018). It has long been 
recognised that cyberspace is the fifth mili-
tary domain after land, sea, air and space, and 
as such, the quest for military applications of 
blockchain has started. This section shall give 
an overview of which countries are investigat-
ing blockchain for military purposes, and where 
blockchain technologies are under development.

European Union

The European Commission started funding 
blockchain projects for the first time in 2013. 
The EU argues that blockchain can impact 
the foundations of large parts of the EU econ-
omy. Currently, the EU is building a European 
Blockchain Services Infrastructure which will 
deliver EU-wide cross-border public services 
using blockchain technology and should be 
ready this year. 

As proof that the EU takes blockchain seriously, 
it is important to mention that the technology 
is now one of the priorities of part of the objec-
tives of the Digital Single Market initiative of 
the EU. Moreover, the Commission now has 
a dedicated blockchain unit in its Communi-
cation and Technology Directorate-General 
(DG CONNECT). 

The EU is financially supporting BT with hun-
dreds of millions of euro (Gabriel, 2018). Euro-
pean Commissioner for Digital Economy and 
Society, Mariya Gabriel, explained that “we need 
to boost skills: there are not enough develop-
ers, engineers, and blockchain experts. [...] We 
need to support interoperability and ensure that 
blockchain can work globally based on interna-
tional standards” (Marya Gabriel, ibid).

As for the defence sector, from 2021 onwards, 
the EU will be able to fund eligible compa-
nies – and especially SMEs – researching and 
developing blockchain technology for military 
applications thanks to the European Defence 
Fund initiative. The EU’s upcoming Horizon 
Europe support mechanism for science and 
technology projects should also be able to 
fund dual-use civilian-military BT systems. 
Blockchain research should be carried out and 
funded in the immediate future to improve 
“cyber defence, secure messaging, resilient 
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communications, logistics support and the 
networking of the defence Internet of Things” 
(EDA, 2017).

For the EU’s dedicated defence body – the Euro-
pean Defence Agency (EDA) – blockchain has 
become a particular topic of interest given its 
potential use in cyberattacks and cyber-resil-
ience. Among others, information security, 
authentication, data integrity and resilience 
are military applications of blockchain being 
explored by the EDA. However, according to 
the EDA, the real applications and benefits of 
BT in the fields of communications and cyber-
security will likely not be seen until 2025 at 
the earliest (EDA, ibid).

In France, last November, Minister of Defence 
Florence Parly signed a cyber defence conven-
tion with eight important defence industrial 
groups (Airbus, Ariane Group, Dassault Avia-
tion, MBDA, Naval Group, Nexter, Safran et 
Thalès). The convention aims at enhancing the 

cyber defence capabilities of the sensitive French 
defence industries. The goal here is similar to 
what we can find in South Korea for instance: 
creating a single online system for the supply 
chain and procurement process by using block-
chain to secure it, as well as making it faster 
and more efficient.

In Estonia, as mentioned above, the authorities 
gained first-hand experience in blockchain by 
creating a huge online platform using the tech-
nology. This platform is used by all Estonian cit-
izens, to allow them to see which data the gov-
ernment has on them, as well as to help them 
communicate with the government. Thanks 
to this experience with blockchain that other 
countries do not have, Estonia became host to 
the NATO Cooperative Cyber Defence Centre 
of Excellence and the European IT agency. The 
Estonian blockchain platform provides real-
time alerts to cyberattacks, enabling the gov-
ernment to respond to incidents immediately 
before large-scale damages occur.
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United States

For many countries, digital technologies have 
transformed warfare. But apart from the US, 
few have been such pioneers in defence research. 
Since the 1990s, digital technologies have become 
the basis of US weapons, tactics, and strategy. 
Today, soldiers use digital tools and connected 
devices for almost everything, 
from airstrikes to spy drones and 
streaming videos of the battle-
ground. For these purposes, it 
is crucial to have communica-
tions networks that are reliable 
and secured. Although the US is 
already able to provide a secure 
and decentralised data environ-
ment for its armed forces, block-
chain could further strengthen 
its management and defence sys-
tems. Lately, the US have been 
very active in the research of mil-
itary applications for blockchain. In the $700 
billion 2019 annual defence budget, block-
chain is mentioned by name. This suggests the 
US military is increasingly interested in BT. 

In terms of practical applications, the US Defense 
Advanced Research Projects Agency (DARPA) is 
working on weaponising blockchain. The main 
area of concern for DARPA is data integrity 
systems, meaning ensuring that data are still in 
their original state, and seeing who has viewed 
these data. As such, DARPA has launched sev-
eral projects related to BT to be used in several 
military domains such as secured hardware sys-
tems and quick military logistics. For instance, 
a few years ago, DARPA created a secured com-
munication network using blockchain (Jakob-
son, 2019). As for the supply chain processes, 
which are often hacked to alter or infect data 
within the process, blockchain is also useful.

Consequently, DARPA is working on using BT 
to secure the US defence supply chains from 
cyber-attacks (Hamilton, 2018). Meanwhile, 

the US Army’s Space and Terrestrial Communi-
cations Directorate is also turning to blockchain 
to monitor potential cybersecurity breaches in 
communications data. Finally, the US DoD is 
expected to submit this year a highly anticipated 
report to Congress, demonstrating precisely 
how blockchain is expected to be incorporated 
into the US military (Cryptopolitan, 2020).

The leading US defence firm Lockheed Martin 
is the first American contractor to incorporate 
blockchain networks into its development pro-
cesses. Lockheed Martin was awarded a contract 
to integrate cyber-related elements to processing 
systems, supply-chain risk management, and 
software development. The long-time partner 
of the US military is designing a non-traditional 
cybersecurity system for the US Department of 
Defence (DoD) to be used for business trans-
actions with defence and security companies. 
According to Ron Bessire, Lockheed Martin 
Aeronautics' Vice President for Engineering 
and Technology, the intent is to “enhance data 
integrity, speed problem discovery and mitiga-
tion, and reduce the volume of regression test-
ing” (MES, 2017). Incorporating blockchains 
within the military supply chain will stream-
line the system by allowing agencies to order 
only the components they need to enhance pro-
curement and logistic operations. In the mean-
time, the US Navy is currently experimenting 
with blockchain technologies. For instance, 
the US Navy wants to use blockchain to carry 
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out 3D printing, more specifically, to secure its 
3D printing systems. It hopes to resolve some 
practical and logistical issues by manufacturing 
military-standard components directly in the 
field (such as a repair part on a warship at sea).

Russia

The Russian Federation is currently trying to 
“blockchain” its military communications to 
make them almost impossible to be intercepted 
or hacked. To do so, the Russian telecommuni-
cation company Voentelecom is working closely 
with the Russian DoD.

The Russian Ministry of 
Defence also owns a newly 
established “Blockchain 
Research Laboratory”, named 
ERA. This research centre 
explores how blockchain 
technology can be used to 
bolster national security by 
detecting and preventing 
hacks on military infrastruc-
ture and enhance the mili-
tary’s cyber-security meas-
ures (Coindesk, 2016). ERA 
is also studying investment 
strategies concerning digital 

assets and development of technical tasks for 
the implementation of blockchain technology 
in corporations and start-ups, all in coopera-
tion with the Russian Financial University. The 
Russian DoD wants the laboratory to become 
a technology hub that will, at first, employ 
about 200 scientists and expects to expand 
as the technology becomes more important 
(Coindesk, ibid).

According to Maxim Shevchenko, a delegate at 
the International Standards Organization (ISO), 
Russia has the “possibility to influence the tech-
nology” and to work on the “implementation 
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The Russian Ministry of Defence building, from where ERA works 
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[of] Russian standards and solutions worldwide.” 
(NYT, 2018). However, as of now, blockchain 
technology is currently not mature enough to 
be used on a mass scale (Chang, 2018). “There 
is still no big industrial solution on distributed 
ledgers, except for bitcoins,” the Bank of Russia 
deputy governor Olga Skorobogatov said in 2018 
(Chang; 2018). “The technology is not mature 
enough. It still requires a lot of improvements, 
both from a security viewpoint and in terms 
of scalability.” Still, this does not prevent ERA 
from researching how blockchain technology 
can be used for military applications, to put 
blockchain into operation in the medium term. 

Pragmatically, the Russian Financial Commu-
nications Transfer System – created in 2014 as 
a response to sanctions – adopted blockchain in 
2019. This allows Russia to circumvent some 
of the international financial sanctions against 
them. Additionally, the Russian Spy Agencies 
FSB and GRU are financially taking advan-
tage of the blockchain technology related to 
cryptocurrency. Indeed, it has been reported 
that Russia owns billions of dollars in crypto-
currencies such as Bitcoin and is taking advan-
tage of the cover provided by cryptocurrency 
and their exchanges to fund intelligence oper-
ations (RFE, 2019).

China

The Chinese private sector has embraced block-
chain in their business. A survey by Deloitte 
(Consensys, 2019) revealed that while more 
than 90 per cent of Chinese executives said 
they had or planned to have blockchain solu-
tions in production this year, only 34 per cent 
of American executives reported similar plans. 
Similarly, there has been substantial interest 
within the Chinese DoD to find military pur-
poses for blockchain (Deloitte, 2018). 

This substantial interest can now be found 
at the highest level of Chinese authorities. In 

2019, Chinese President Xi Jinping himself 
called on his country’s tech community to 
accelerate blockchain developments to make it 
a core part of Chinese technologies across var-
ious industrial domains, including the defence 
sector. Ever since Xi publicly supported block-
chain and called it breakthrough technology, 
government authorities, corporates and state 
media have invested a lot of time, money and 
research in blockchain and its applications. 
Moreover, China is almost ready to launch 
its national digital currency after five years of 
research and development (Browne, 2019). 
Experts and NATO project that China is going 
to take the lead in blockchain technologies 
(Barberini, 2020). 

Similarly to Russia, it has also been argued that 
China’s defence and security agencies are lev-
eraging blockchain to manage the distribution 
of funds for intelligence operations. Moreover, 
China could use blockchain to protect sensitive 
personnel and weapons data from cyber-attacks 
and make logistics operations safer and more 
efficient. According to the country's official 
army newspaper, the PLA Daily, the Chinese 
military should use blockchain technology to 
improve online operations, store military data, 
and reward soldiers’ good performance with 
online tokens (The Block Crypto; 2019). Mili-
tary use of blockchain by China could consist of 
four elements: securing battlefield information, 
managing weapons and equipment, enhancing 
military logistics, and facilitating covert intel-
ligence operations.

In conclusion, the development of blockchain in 
China is well underway. More than 500 block-
chain projects have been registered with the Cyber 
Administration of China (Kharpal, 2019). 
Considering China’s financial capabilities and 
high interest, there is a chance that China – in 
the absence of competition from other regions – 
will have a significant influence or even control 
over the development of this new technology 
(Kharpal, ibid).
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South Korea

South Korea also shows interest in the use of BT 
in its national defence. For instance, a blockchain 
authentication solution developed by a private 
South Korean company is being adopted by the 
nation’s military (Cryptonews, 2020). This com-
pany has developed a decentralised ID platform 
that makes use of blockchain innovations via 
a mobile app to process biometric information 
safely. The project has been conducted in con-
junction with the Military Manpower Admin-
istration, a Ministry of Defence agency.

In 2019, South Korea’s state Defence Acquisition 
Program Administration (DAPA) announced 
that it is working with multiple other agen-
cies for an interoperable blockchain system. 
The South Korean arms procurement depart-
ment wishes to create a more transparent and 
fairer platform for military administration. The 
plan is to use blockchain in defence procure-
ment to track efficiently, easily and in an open 
way all the bidding processes, all the way from 
the receipt of defence systems proposals to the 
evaluation of defence contracts. Ultimately, 
this should reduce the risk of fraud because 
of the transparency that blockchain provides. 
The rise of administrative efficiency is another 
objective as blockchain would implement one 
single system between everyone. As such, South 
Korea’s military funding programs will also use 
blockchain (Ledger Insights, 2019). 

Additionally, South Korea is introducing block-
chain technology to protect private defence 
actors, such as arms companies. The goal is 
to make business operations with them more 
secured. Korean telecom firms are taking this 
occasion to propose blockchain technology 
for the military. For example, in 2019, South 
Korea’s largest telecoms firm, KT, announced a 
blockchain-based security service for connected 
devices via satellite (Wood, 2019). By gain-
ing expertise in this area, the company hopes 
to get a deal with the Korean DoD to apply 

their blockchain technology in the military, for 
secured communication services or to develop 
safe remote access to naval assets.

Thailand

Recently, Thailand has emerged as Southeast 
Asia's blockchain hub, following a grand strat-
egy and legal framework put in place by its gov-
ernment in this cutting-edge field (Chandler, 
2018). And the military sector has not been left 
behind. Indeed, in 2019, the Thai government 
signed a contract with Guardtime, the Esto-
nian company that created KSI technologies, to 
nationally implement blockchain, including for 
its military. To do so, the Defence Technology 
Institute (DTI) of Thailand has partnered with 
Guardtime to provide cyber defence capabilities 
to the Thai armed forces (Guardtime, 2019). 

Specifically, DTI and Guardtime have started 
a blockchain research program to implement 
cybersecurity training and a cyber exercise pro-
gram. Concerning the partnership with Guard-
time, Thai Air Chief Marshal Preecha Pradab-
mook said:

“DTI has committed itself to be a centre of 
excellence in Cyber Security Technology, 
contributing to secure the Royal Thai Armed 
Forces’ weapons system platforms. This col-
laboration with Guardtime will be the first 
significant step for DTI in the achievement of 
Cyber Security Capability” (Guardtime, ibid).
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NATO

Finally, NATO is also researching military-grade 
blockchain applications. In 2016, NATO’s Com-
munications and Information Agency called 
for blockchain applications regarding military 
logistics, procurement, and finance as well as 
“other applications of interest to the military” 
(NCIA, 2016). Blockchain could also be useful 

to ensure and facilitate the logistics of NATO 
information sharing and collaborative procure-
ments between its participating member states, 
as well as external actors. Finally, NATO, like 
most public actors involved in blockchain tech-
nology for their military, is also looking towards 
blockchain to secure its communications.

CHALLENGES AND LIMITATIONS OF BLOCKCHAIN: COSTS 
ASSOCIATED WITH THE TECHNOLOGY, SECURITY LOOPHOLES

Arthur C. Clarke once wrote, “Any sufficiently advanced technology is indis-
tinguishable from magic”. Clarke’s statement is a perfect representation 
for the emerging applications of blockchain technology. There is ‘hype’ 
around the use of blockchain technology, yet the technology is not well 

understood. It is not magical; it will not solve all problems. As with all new technol-
ogy, there is a tendency to want to apply it to every sector in every way imaginable.

(Yaga et al., 2018, p. iv)

The emergence of blockchain technology trig-
gered a particular frenzy among businesses and 
governments. Every organisation tried to make 
use of the new technology that was described as 
groundbreaking (Beck & Müller-Bloch, 2014). 
This reached the point where a playbook on 
blockchain technology had to be written for 
the US Federal Government to help legislators 
and administrative bodies navigate these new, 
uncharted waters (ACT-IAC, 2018). Organ-
isations throughout the globe need to assess 
where the technology could be implemented. 
As Yaga et al. (2018, p. vi) put it, we should ask 
ourselves “how could the blockchain technol-
ogy potentially benefit us?” rather than “how 
can we make our problem fit into the block-
chain technology paradigm?”. A lousy approach 
can result in faulty implementation, which 
could increase security risks, whereas a dif-
ferent approach could have mitigated them. 
In this section, we shall address the various 

challenges, risks and limitations of blockchain 
technology. Our primary focus will be on per-
missioned networks since the military mostly 
functions with a clear and established chain of 
command. Permissioned blockchain networks 
also function through decentralisation, a con-
cept which “is contrary to the traditional mil-
itary structure that is inherently hierarchical” 
(Linkov et al., 2018). Implementing this new 
technology requires a careful approach to avoid 
disrupting DoD operations which require a 
rapid response to ever-changing conditions. 
Linkov et al. remain sceptical about the advan-
tages of blockchain technology to DoD oper-
ations. They believe that the structure of the 
technology may impede the rapid patching of 
multiple nodes of the network.

Moreover, they explain, “network-wide trans-
parency, which is an important benefit in civil-
ian applications, can become a concern when 
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sensitive information is transmitted. Proper con-
trols and access must be built into the network 
to ensure only those with proper credentials 
can access and update the blockchain” (ibid.). 
McAbee et al. insist that “the key mandatory 
quality we have identified ... is that the process 
must be collaborative in nature, which many of 
the authors filed under shared control” (McAbee, 
Tummala, McEachen, 2019, p. 6035), a type 
of control that isn’t well suited to the classical 
top-down communication.

 A permissioned network helps avoid or mitigate 
specific risks, but also creates other problems. 
Contrary to popular opinion, blockchain net-
works and their users have not become immune 
to cyber-attacks. One of the attacks that often 
occur in permissionless networks is known as 
the “51% attack”. Although information saved 
on a blockchain is considered nearly impossible 
to tamper with, such presumed immutability 
has flaws. To put it simply, the immutability of 
data in a blockchain is guaranteed as long as the 
network is big enough, and the participation is 
well distributed among the users. If a malicious 
user or group of users gains control of more than 
50% of a network’s computing power, they can 
modify certain things in the blockchain. This is 
possible because users of a network will mostly 
choose the blockchain with the most extended 
history. However, permissioned blockchains 
can help mitigate this sort of attack through 
the powers allocated to administrators. They 
can easily remove members entirely, or simply 
revoke the privileges of any non-cooperating 
publishing nodes. They control who joins the 
network as well as the legal aspects that govern 
the functioning of the blockchain network. 
But this fact underlines a particular weakness 
in permissioned networks: their cornerstone 
is the owner or the consortium in power. In 
a permissionless network, if a user is compro-
mised and other users become aware of it, they 
can simply ignore him and the blocks he tries 
to publish. By contrast, if a permissioned net-
work owner’s or consortium member’s data is 

accessed, the consequences will be much direr. 
Worse, if the owner or part of the consortium 
is compromised, so is the permissioned net-
work. Possessing access keys and owning con-
tent are synonymous in the field of blockchain. 
Because hackers know that they cannot deter-
mine the keys themselves, they spend most of 
their efforts on stealing them. The weakest point 
of the entire system is the applications making 
use of a blockchain, a user's personal computer 
and their mobile device, which are therefore the 
best chance to get the desired keys. Cybersecu-
rity risks come not only from systems, network 
and material, but they also come from human 
actors. A strong cybersecurity system is there-
fore essential for securing both the network, its 
users and participating organisations.

Another important issue stems from blockchain 
networks’ interactions with the real world. A 
blockchain network can capture real-world 
input data from both sensors and human actors. 
Still, so far, no established mechanism can be 
used to decide whether the input data provides 
real or corrupt information. A sensor may be 
faulty and malfunction while recording data. 
Human actors could intentionally or uninten-
tionally provide false information. Such issues 
are not exclusive to blockchain networks but 
are common in digital systems. This is known 
as the Oracle problem, a type of which is referred 
to as off-chain breaches. Oracles are trusted 
third parties that connect Smart Contracts with 
the outside world. They represent a severe flaw 
within what was thought to be a technology that 
eliminated the risks of a single point of failure 
and provided the opportunity to interact on a 
trustless basis. Now, the importance of trust-
less relations mainly pertains to permissionless 
networks. Indeed, the system’s anonymity is of 
vital significance and guaranteed to a certain 
degree in a permissionless network. As such, the 
Oracle problem mainly concerns permission-
less networks, but it holds crucial warnings for 
permissioned ones. Information should always 
be double-checked, especially in permissioned 
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blockchain systems where users, for one reason 
or another, should be rendered anonymous.

Therefore, we underline the fact that the emer-
gence of the blockchain does not remove the need 
for thoughtful and proactive risk management 
and cybersecurity program. Current programs 
remain relevant and provide essential safeguards 
against cyberattacks, but they will have to be 
adjusted to remain suited to systems that interact 
with blockchain networks. 
Cyber-attacks may compro-
mise the privacy, authentic-
ity and transparency of data 
recorded in a blockchain. 
There are omnipresent tech-
nological security vulnerabil-
ities that hackers can exploit 
to cause loss or damage. No 
proof has been submitted 
that, for blockchain appli-
cations, this would any be 
different. On-chain breaches 
can occur in this type of net-
work if a person gains access 
to it. There are, in this case, 
two main types of attacks. 
The first, known as sybil 
attacks, occurs when some-
one creates a false identity or 
gains access to credentials to 
get into the blockchain, to 
access the data in the block-
chain. Another type of issue 
is that of man-in-the-middle 
attacks, which involve the 
interception and tampering of encrypted data 
between two users by a malicious user. In the 
case of a blockchain network, a malicious user 
could intercept transactions, redirect them and/
or create false ones. Most of these attacks are 
often carried not on the blockchain network 
itself, but on the applications that surround it. 
When developing an application making use of 
blockchain networks, one has to bear in mind 
that these same applications are not immune 

to malicious actors, “who can conduct network 
scanning and reconnaissance to discover and 
exploit vulnerabilities” (Yaga et al., 2018, p. 37). 
This is worrying, especially when considering 
that new cyber incident response strategies often 
proved to be inadequate and failed to address 
the core issues. Such outdated approaches could 
delay the transition to blockchain technology 
because personnel would then need to be trained 
to make full use of its possibilities (Filip Caron, 

2017). Innovations in blockchain technology 
emerge every other week, while hackers garner 
more and more knowledge about blockchain 
systems and their vulnerabilities. Most of the 
qualities attributed to blockchain technologies 
– such as being secure because of a tamper-evi-
dent and tamper-resistant design – are only valid 
“for transactions which have been included in 
a published block. Transactions that have not 
yet been included in a published block within 

21

 
Blockchain in defence: a breakthrough?



the blockchain are vulnerable to several types 
of attacks” (Yaga et al., ibid.). For example, 
time can be spoofed, as members’ clocks can be 
altered to delay communications. Additionally, 
denial of service attacks can be performed on 
the blockchain platform to considerably slow 
down the speed at which the blockchain pro-
cesses new blocks.

In short, while blockchains provide security and 
resource advantages, the platform may seem 
impractical concerning command and control 
practices. The design, management and technical 
limits associated with the current blockchains 
demonstrate these difficulties. For example, 
blockchains frequently require system updates, 
which forces users to update their ledger in con-
junction with the more extensive system, con-
suming time and restraining communication 
for a while. Aside from the security issues dis-
cussed earlier, the three main areas of concern 
surrounding the use of blockchain technology 
are its scalability, interoperability and envi-
ronmental sustainability. The scalability refers 
to the ability of the network to adapt itself to 
smaller or larger operations, which necessitate 
different processing speeds. The more informa-
tion needs to be processed, the more processing 
power you need. Current blockchain networks 
lack this processing power. The scalability issue 
is thus a major flaw in blockchain technology. 
Another weakness lies in its interoperability: 
different blockchain networks do not work in 
the same way, meaning data often cannot be 
transferred from one network to another due 
to their fundamental differences. Finally, block-
chain networks have often been criticised for 
their enormous environmental footprint. 

Furthermore, the development of blockchain 
technology implies constant and significant 
growth in any defence budget. Developing, 
protecting and controlling such new technol-
ogy necessitates long-term management and 
budget planning for the implementation of 
blockchain to be fruitful.

Adopting and implementing decentralised 
ledger technologies may be considerably expen-
sive (see e.g. Deshpande et al., 2017). In cer-
tain cases, departments with “large existing 
back-office processes, complex legacy IT sys-
tems, or processes created to comply with exist-
ing standards (...) could require costly redesign” 
(Deshpande et al., 2017, p. 8). What’s more, 
not all processes are fit for a blockchain rede-
sign and would require a long-term and pro-
found transformation whose cost-benefit effi-
ciency is unclear.

But Deshpande et al. raise another strong point 
in terms of prospective challenges and oppor-
tunities, which is the elaboration and adop-
tion of common standards for blockchain. 
Regarding the defence sector, there are multiple 
potential applications for blockchain. Standards 
could thus “play an important role in ensuring 
interoperability between multiple DLT/Block-
chain implementations and, in doing so, could 
help reduce the risk of a fragmented ecosys-
tem” (Deshpande et al. 2017, p. 16). But the 
elaboration of standards is by itself no small 
task, especially if different departments are to 
work together. This task in itself could take 
years since certain experts cited in the docu-
ment (anonymised for security reasons), believe 
that “once the technology is more mainstream 
and a better understanding of its strengths and 
weaknesses emerges, the priorities for standards 
will become clearer” (ibid., p. 20). Blockchain 
technology first needs to mature before we can 
assess some form of standards; otherwise, the 
standards could become quickly outdated and 
hinder the technology rather than providing 
a relevant framework. In short, “there is lim-
ited consensus on the potential for standards 
on technical aspects (e.g. format in which data 
is stored, size of blocks, communications pro-
tocols) and their impact on DLT/Blockchain 
adoption. (...) Further clarity [and time] is 
needed on the overall technological landscape 
needed before a stronger case for standards 
emerges” (ibid., p. 19).
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CONCLUSIONS AND 
RECOMMENDATIONS

As discussed before, blockchain technology 
has the potential to radically change our way 
of life, and the way we conduct military oper-
ations, both on an operational and support 
level. Thanks to its decentralised and trans-
parent nature, it could improve the decisions 
taken by military officials, while enhancing out-
comes for military deployments. The develop-
ment of blockchain technology offers increased 
data confidence and data availability that can 
help shape future military logistics and plan-
ning. As we saw, the US intends to use it for 
secured databases, logistics and 3D printing, 
similarly to China and Russia. The EU is also 
eager to invest in blockchain and will have the 
possibility to directly fund blockchain tech-
nology related to military fields thanks to the 
upcoming Horizon Europe framework and the 
European Defence Fund.

So, is blockchain in the military an evolution 
or a revolution? An evolution would simply 
modify how the current military tools are used, 
while a revolution would dramatically change 
the tools themselves. Realistically speaking, at 
present, the evidence suggests an evolution, but 
not yet a “Revolution in Military Affairs” scale 
seachange. Blockchain will make communica-
tions more secure and facilitate military logis-
tics. Henceforth, blockchain will strengthen 
and make armed forces more efficient. In the 
long term, blockchain in the military will be a 
revolution if it is well implemented and many 
more military applications are found, in addi-
tion to being used wisely and at affordable 
costs. Still, right now, we are instead witness-
ing a significant evolution than a real revolu-
tion of how armed forces and national DoD 
operate. Slowly but surely, we can agree that 
blockchain is becoming a game-changer for 
the security and efficiency of current military 
tools, especially if the biggest military actors 
start implementing it widely; as we saw above, 

the race between state actors in this field has 
already begun.

To witness a revolution, blockchain will have to 
be implemented in most – if not all – defence 
sectors. To achieve this and to understand the 
range of blockchain technologies for tactical sus-
tainment challenges, the military should closely 
examine the potential of blockchain solutions 
to the challenges associated with in-transit vis-
ibility, data integrity, additive manufacturing, 
large 3D printing, reporting, operational con-
tracting, and logistic estimation, among others. 
The future shall tell us the real impact of this 
nascent technology.
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Created in 1953, the Finabel committee is the oldest military organisation for cooperation between 
European Armies: it was conceived as a forum for reflections, exchange studies, and proposals 
on common interest topics for the future of its members. Finabel, the only organisation at this 
level, strives at:

• Promoting interoperability and cooperation of armies, while seeking to bring together 
concepts, doctrines and procedures;

• Contributing to a common European understanding of land defence issues. Finabel focuses 
on doctrines, trainings, and the joint environment.

Finabel aims to be a multinational-, independent-, and apolitical actor for the European Armies 
of the EU Member States. The Finabel informal forum is based on consensus and equality of 
member states. Finabel favours fruitful contact among member states’ officers and Chiefs of Staff 
in a spirit of open and mutual understanding via annual meetings.

Finabel contributes to reinforce interoperability among its member states in the framework of 
the North Atlantic Treaty Organisation (NATO), the EU, and ad hoc coalition; Finabel neither 
competes nor duplicates NATO or EU military structures but contributes to these organisations 
in its unique way. Initially focused on cooperation in armament’s programmes, Finabel quickly 
shifted to the harmonisation of land doctrines. Consequently, before hoping to reach a shared 
capability approach and common equipment, a shared vision of force-engagement on the terrain 
should be obtained.

In the current setting, Finabel allows its member states to form Expert Task Groups for situations 
that require short-term solutions. In addition, Finabel is also a think tank that elaborates on current 
events concerning the operations of the land forces and provides comments by creating “Food for 
Thought papers” to address the topics. Finabel studies and Food for Thoughts are recommendations 
freely applied by its member, whose aim is to facilitate interoperability and improve the daily tasks 
of preparation, training, exercises, and engagement.

Re
sp

on
si

bl
e 

pu
bl

is
he

r: 
M

ar
io

 B
LO

KK
EN

 -
 F

in
ab

el
 P

er
m

an
en

t S
ec

re
ta

ria
t -

 Q
RE

 -
 R

ue
 d

’E
ve

re
,1 

- 
B-

11
40

 B
ru

ss
el

s 
- 

+3
2 

(0
)2

 4
41

 7
9 

38
Quartier Reine Elisabeth

Rue d’Evere 1
B-1140 BRUSSELS

Tel: +32 (0)2 441 79 38 – GSM: +32 (0)483 712 193
E-mail: info@finabel.org

You will find our studies at www.finabel.org

www.linkedin.com/in/finabelEAIC @FinabelEAIC

European Army Interoperability Centre

@FinabelEAIC


