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INTRODUCTION

In 1997, during a conference in San Francisco, the
CEO of Google — Eric Schmidt — affirmed: “The In-
ternet is the first thing that humanity has built that
humanity doesn’t understand, the largest experiment
in anarchy that we have ever had.” (Singer, Friedman,

2014: 35).

These words introduce perfectly the complexity of the
cyber security sphere and the challenge that all the
international actors have to face every day, especially
in the defense sector. The necessity to guarantee their
security and stability face off against the impossibility
to completely govern and control this new sphere. In
fact, as no-state concept, cyber presents some charac-
ters that are completely different from the traditional
security dimensions, making inefficient all the previ-
ous defense measures used by the actors for their de-
fense (Terzi, 2015: 13-17).

The consequence is a necessity to elaborate a new way
in which the actors consider security. In this new vi-
sion, the action of single agencies and entities could
no more be sufficient. Due to the absence of hierarchy
in this system, cyber asks for the creation of networks
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for its efficient management. A constant and consoli-
dated work of States, international organizations, pri-
vate and public actors is the only way to go completely
out from the anarchy created by the new technology.
Military actors are not excluded by this work. On the
contrary, their key role must be recognized not only
for the identification of responses to attacks but also
for the elaboration of efficient measures for preven-
tion and deterrence (Christou, 2016: 35).

Despite all the attempts made in the last years in the
sense of cyber cooperation, the creation of a real net-
work is far from being created: most of the existent
partnership put together actors of the same nature. A
solid collaboration between public and private actors
is the central condition for the future management
of this new dimension of security: the only way to
have a complete vision on the cyber sphere and its
characteristics based on different point of analysis and
at different levels.

The coordination between civilian and military actors
goes perfectly in this direction. In particular, different-
ly from other entities, this partnership could directly
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have an impact on prevention, deterrence and response
to cyber-attacks, once they are in place. In fact, the
capacities of the civilians together with the experience
on defense field offered by the military actors could
elaborate multiple-level measures for the guarantee of
security, especially through security information shar-
ing, common exercises and joint researches.

Estonia offers today a great example of method of
management of the cyber sphere: the solution to the
cyber-attacks in 2007 was possible only though the
comprehension of the necessity to create a network.
Starting from that moment, the state has developed
an efficient system of management of cyber, based on
collaboration at different level. This is the reason why
this State is considered today a leader in the sphere
and a guide followed by the other states at the do-
mestic level. Nevertheless, at the international level,
the network is far to be created. Especially in terms
of collaboration between civilians and military actors,
there is a lot of work that needs to be done.

The objectives and the organization of
the paper

This study has the objective to explain the importance
of a cooperation between civilian and military actors
in order to encourage future attempts in this sense,
both domestically and at the international level. The
two entities must understand why their partnership is
central and which could be its benefices. At the same
time, also the explication of the limits that the part-
ners will experience is fundamental in order to create
stable basis for a future efficient joint action. These
factors must not be considered as obstacles and rea-
sons of failure but as elements that must be considered
for create a real success.

For all these reasons, this work will be divided in three
parts: necessities of the cooperation, advantages and
limits.

The first part will be devoted to the explications of the
elements that make cyber different from all the pre-
vious security dimensions. These characteristics — or
necessities - have to be taken into account in every at-
tempts of management of the cyber sphere, especially
in the case of collaboration between different actors.
In fact, only knowing these elements, the elaboration
of efficient policies and strategies will be possible.

The second chapter will analyze the main benefice
that the collaboration between civilian and military
actors will have for the cyber sector. In particular, the
attention will be focused on the security information
sharing and the creation of common exercises, train-
ing and researched on the sector. The different nature
of military and civilian actors will help in elaborating
a complex vision on the cyber sphere: a key element
for creating efficient policies and strategies.

Finally, the third part will furnish an explication of the
main limits that a future cooperation will experience.
The absence of an international unique definition of
cyber is one of the main factor of block, together with
the necessity of trust between the actors: an element
that could be developed only after years of collabo-
ration. Even in this case, the knowledge of these ele-
ments could help the future attempts of collaboration
with the actors in order not to incur in blocks and
failures.

Reading this work will furnish the first and most im-
portant guidelines for the creation of strong, durable
and efficient forms of cooperation. Only if they have
in mind this factor, civilian and military actors could
cooperate in an efficient way for the elaboration of
policies and strategies in the cyber domain.




WHY COOPERATION IS FUNDAMENTAL FOR CYBER DIMENSION

The uniqueness of the cyber security has always been
evident: it presents a level of complexity that is com-
pletely new in the security domain. In particular, cyber
has some characteristics that are unknown to the previ-
ous type of defence technologies (Terzi, 2015: 13-17).

This difference is due to the origins of the digital sys-
tem, which is outside international relations and de-
fence. In fact, at the moment of its creation — at the
beginning of the 90s - the term “cyber” was used exclu-
sively inside the scientific context. Its introduction in
political studies was possible only some years later when
the “networked computer” technology was introduced
by national institutions and organizations as facilitator

of their work. Nevertheless, even if this new instrument
guaranteed to increase the efficiency of the public en-
tities, also their weakness augmented: non-authorized
actors could enter into the system and capture secret
information and data. This concern was the reason why
States started to be careful about the new dimension
already during the last years of the Cold War. From
that moment on, cyber risks were considered as new
challenge for their national and international security
(Hansen, Nissenbaum, 2009: p.1155).

Nevertheless, it was in 2007 that the prospective of
states changed toward completely. The cyber-attack'
on the Estonian public and private institutions in that

In 2007, Estonia was the victim of a massive cyber-attack that completely blocked the online systems of state institutions, banks and

media. Some of these services were blocked for weeks. This attack had dimensions never seen before and it was the first big chance
to understand the limits in the elaboration of responses, like the difficulty in the identification of the origin (McGuinness, 2017).
This element make the Estonian cyber-attack as particularly important for the definition of the following international policies in
this field. In fact, after this case, the international institutions have developed the international pillars of the sector, starting from the
general recognition of cyber as new dimension of security, together with the most traditional ones, as we will see in the first chapter.
It is important also to underline that after 2007, Estonia has become one of the most engaged country in the cyber security sector:
today, it offers a great example for other actors in the international scene.
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year was the demonstration of the great risk that every
country would face: in a few hours, a State could be
completely blocked and the possibilities of reaction are
really limited. It was at this occasion that for the very
first time in history a government officially used the
terms “cyber war” and “cyber arm” (Nye, 2011: 19).
At the international level, the perspective toward this
domain changes completely: cyber was considered of-
ficially a new dimension of the international security
after space, air, naval and land (Terzi, 2015: 13-17).

The attention and will of action of the States face
off against the complexity of a no-state sphere that
is mostly impossible to be completely controlled or
governed. The measures used until that moment for
guarantee defense appear insufficient for the cyber
sphere (Christou, 2016: 35).

Therefore, the actors must use new forms to protect
their security. Their efficiency could be guaranteed
only through the knowledge of the principle charac-
teristics of the cyber technology.

1. The proliferation of cyber
and its dual use

Proliferation is not a concept unknown by all the oth-
er security dimensions different from cyber. In fact,
every time that an arm is introduced in the interna-
tional system, the arms race is an obligation for all
the States in order to be competitive. This element

guarantees to the new technology to gain a global
dimension. We have observed this phenomenon all
the times that a new arm was created: the case of the
nuclear technology is the most evident in the contem-

porary époque.

Nevertheless, the case of cybersecurity presents some
differences from the previous ones due to its particular
character of “dual use” technology. Everyone can use
it in any kind of situation: individuals, states, private
and public national, international agencies, terrorist
and criminal groups are all actors that use the cyber
instruments for different activities. Therefore, in this
case, the term “proliferation” takes a new sense in the
cyber dimension: it is not a fight of States for the pos-
session of an arm but is the multiplication of different
actors in the same sphere. The consequence in the
security sphere is a difficulty in the identification of
cyber as a possible military arm and at the same time
an insufficiency of the traditional measures of control
that normally were used in the security dimension
(Terzi, 2015: 13-16).

This factor has a major impact in the management of
a no-state concept, like the cyber one: systems where
the traditional borders are completely absent and
where anarchy is the governing rule. In fact, the ge-
ographical delimitation typical of the Westfalian sys-
tem cannot be applied to the new security dimension
(Demchak, Dombrowski, 2014: 30). Cyber technol-
ogy goes beyond the traditional limits that the States
have fixed for their territory (Hare, 2009: 1).




The consequence is a redefinition of the concept of
border this time using a symbolic prospective at the
place of the geographical one: a substitution of the
tangible elements with symbolic ones. Therefore, the
limits of demarcation become virtual and character-
ized by social communities and networks. The result
is a more elastic definition compared to the traditional
one: it can cause confusion especially in case of the
elaboration of strategies in response to cyber attacks
(Jiménez, Orenes, Puente, 2010: 215-218).

2. Difficulties in the identification
of the origin of the menace

The particular type of proliferation of the cyber di-
mension is also at the basis of another characteristic
of this field: the difficulty in the identification of the
origins of the threat. Differently from other tradition-
al arms, in the case of cyber-attacks the analysis of the
traces is mostly impossible: the absence of physical
evidences make more and more difficult the identi-
fication of the responsible. Moreover, the constant
technological evolution of this dimension does not
help the creation of measures to face an attack® (Sing-
er, Friedman, 2014: 31-34).

Therefore, in many cases, the international coopera-
tion has appeared as the only guarantee of solution to
this problem: the States could try to identify the ori-
gin of the attack thanks to consultations and exchange
of information (Kramer, Teplinski, 2013: 8).

3. Constant technological evolution

The management of the cyber security dimension
is also made difficult by the constant technological
evolution of this sphere. The “daily” improvements
in the cyber performances increase the complexity in
the prevention and response to the attacks: very time,
their efficiency augment. As consequence, the meas-
ures elaborated and used since that moment for the
recognition and response appears as obsolete (Singer,
Friedman, 2014: 13). Therefore, the ability of states
and armies to elaborate plans of short or long term is
very limited.

Nevertheless, it is also important to notice that the
technical evolution of the cyber dimension has also
positive aspects. In fact, the new discoveries have

guaranteed the elaboration of solutions that have
greatly improved the everyday life. Therefore, at the
same time, a great number of technological evolutions
have produced both positive and negative effects.
The biggest example in this case is represented by the
creation of the “Big Data”: a new type of data that
“contains” others. This technological evolution has
allowed the creation of systems of communication
more simple and efficient thanks to the collection of
a series of information in a unique data. These large
datasets have been existed for a long time but they
became widely available thanks to the creation of
computers capable of analyzing them. Starting from
this time, this system has been greatly used by libraries
— for their catalogues- and governmental institutions
(Cukier, Mayer-Schoenberger, 2013). Nevertheless,
the natural consequence has been the increase in the
efficiency of the cyber-attacks to the systems of com-
munication. In fact, a strike to one of these data is
sufficient in order to have access to a great number of
information, which could also be linked to national
security. The “Snowden” case is only an example of the
efficiency of these kinds of attacks (Lyon, 2014: 7).
This double effect prevent from a total ban in the use
of these technological discovery. The only possibility
to control them is a constant action of prevention to
the attacks that must be conduct through a collabora-
tion of multiple actors.

4. The big dilemma of decision-
makers: web freedom or national
security?

The cyber dimension is also the responsible for the
birth of a new and great dilemma in the policy field:
which elements must be privileged between web free-
dom and national security?

This dilemma has had a great influence in the deci-
sion-making choices for the elaboration of cyber poli-
cies and measures to face attacks: the necessity to guar-
antee both elements has had a great impact. From one
side, the respect of the web freedom is directly linked to
the rights of expression and information: internet is an
instrument that permits to communicate, express and
spread ideas without censorships (Singer, Friedman,
2014: 16). Therefore, a strict control of the network
would have as consequence a limitation of this liberty
and of the privacy of every citizen (ENISA, 2012: 29).

2 The problems linked to technical evolution will be explained in details in the following paragraph, chapter 1.3
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Nevertheless, the monitoring of internet guarantees
another priority: the national security. In fact, the
need for state actors to prevent and respond to possi-
ble cyber-attacks implies a direct control on the activ-
ities that are done on the web (Terzi, 2015: 21). This
is a consequence of the possibility of every actor to use
this technology without limits: governments could ef-
fectively avoid cyber-attacks only though the reduc-
tion of the web freedom and the individual privacy.

Here is the dilemma that every democratic country?
has to face also at the general intelligence and military
level: one factor seems to prevent the other and vice
versa. The necessity to guarantee the national securi-
ty seems in opposition with the right of freedom and
privacy of the individuals. This will be the future chal-
lenge for the democratic countries that must show the
possibility to combine security and freedom (Singer,
Friedman, 2014: 107).

Also in this case, the creation of global cyber govern-
ance seems to be the only solution to the dilemma: an
international collaboration would avoid the necessity
of a direct and strict control of the national authorities
through the identification of efficient ways of man-
agement of the cyber dimension.

In the case of authoritarian regimes this dilemma is completely absent for the decision makers. In these countries, the reduction of all

the freedoms is justified as a necessity to guarantee the internal stability of the state. In particular, these governments use internet as
instrument of control of the internal oppositions and the foreign enemies (Singer, Friedman, 2014: 107). The democratic countries
must keep on being an alternative to these regimes, showing that it is possible to guarantee at the same time freedom and security.




THE BENEFICES OF A MILITARY-CIVILIAN COOPERATION

As seen in the previous chapter, the particular charac-
ters of the cyber dimensions require special measures
for prevention, identification and response to future
attack: the strategies used for the traditional security
dimensions are not applicable because of the charac-
teristics of the new technology. In particular, single
actors will not be able to elaborate and put in action
successful cyber policies without the collaboration
with public and private partners (Drent, Homan,
Zandee, 2013: 57).

In this context, cooperation has to be defined as a stra-
tegic alliance that guarantee a coordination “berween
two or more partners to pursue shared objectives” (Das,
Teng, 1999: 491). The result is a networking action be-
tween different entities, which has to be considered as
the corner stone of all types of cyber security policies.

An important part of this network is surely represent-
ed by the collaboration between civilian and military
actors. Its role from an operative point of view is un-
deniable. In fact, it could solve some of the main lim-
its of the elaboration of strategies in case of offensives,
through the exchange of information and the creation
in researches and trainings. These actions could help
to understand completely the rapid technological evo-
lution of the cyber sphere and at the same time find
efficient answers to prevent and response to attacks.

Therefore, this type of alliance could guarantee bene-
fice to both entities and more in general to the entire
international scene. In fact, the two actors could offer
an example of cooperation and give some basis for the
harmonization of rules, the signature of future agree-
ments and consequently the elaboration of common
strategies in the cyber security domain.

This chapter is devoted to the explication of the main
activities that could be promoted by the collaboration
between civilians and military actors: the security infor-
mation sharing and the creation of common researches
and trainings. Why are these actions so important in
the cyber sphere? Which benefices could they provoke
for civilians and military actors? These questions will be
the focal point of the analysis of this chapter.

1. Security information sharing

The connection of dots between the actors has always
been considered as central for all dimensions of secu-
rity, despite the difficulties in its realization. This im-
portance is due to its fundamental role in the creation
of a law force defense intelligence, able to give strong
answers to the threats under different points of view.

More than other sectors, in the cyber domain, the
exchange of information between different entities ac-
quires a special role due to the particular characters of
this technology. In fact, in an anarchical system where
traditional borders have been substituted by virtual
ones, only collaboration could give more possibilities
to understand the origin and the dimension of the at-
tack: the only way to elaborate efficient strategies to
counter-attack’.

In the experienced cases of cyber-attacks — including
the Estonian one — this aspect has been evident: the
security information sharing and the cooperation be-
tween systems of intelligence became central for the
solution of the crisis. In this sense, the case of the
Sony Picture offers a great example of the success
of this strategy. In 2014, the systems of the compa-
ny had been the victim of a big cyber-attack, which
make some of its sensitive information public. Since
the beginning, North Korea claim the act: their objec-
tive to block the creation and diffusion of the movie
“The interview”, a story of the Korean president Kim
Jong Un. During this offensive, the collaboration be-
tween China® and United States was fundamental in
the elaboration of an efficient answer and solution to
the attack. After this case, the two States showed the
will to establish stable basis for a future cooperation
between them and their systems of intelligence but
the actions in this sense are currently limited (Terzi,
2015: 17-18).

In any case, today the importance of security sharing
for cyber is globally recognized: this is not a case that
it is one of the basic point of cooperation between a
series of private, public and international actors. For
example, the exchange of dots is one of the pillars of

As we have seen in the first chapter (1.2), the new virtual boards and the special character of dual use of the cyber strategy made the

identification of the origin of the menace as particularly difficult. Only the exchange of information between actors could help in this

sense.

The presence of Korean technicians in China was central in this collaboration with United States (Terzi, 2015: 18)
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the recent agreement® between the NATO’s Com-
puter Incident Response Capability (NCIRC) and
the European Computer Emergency Response Team
(CERT-EU) (Sarma, 2016). Moreover, the security
information sharing is considered one of the main
strategies of the European Union Agency for Network
and Information Security (ENISA) for the coordi-
nation of the member states of the European Union

(ENISA, 2015: 47).

Nevertheless, compared to states and international or-
ganizations, the security information sharing between
civilian and military actor would acquire a further and
special importance in the management of the cyber se-
curity dimension. In fact, in this case, the exchange of
information will not only be important for the elabora-
tion of strategies in case of attacks but it will allow the
actors to better understand the general characteristic of
this new security dimension, especially concerning the

rapid technological evolution. Thanks to the security
information sharing, civilian and military actors would
conduct common researchers and exercises, which will
guarantee to use measures in line with the constant
changes of the cyber sphere and the new strategies used
for the attacks. The force of this type cooperation will
be in the different nature and prospective used by these
two entities: an element that will guarantee to take into
account different factors, obtaining a complex and
complete analysis of the cyber dimension.

Therefore, considering the increase of the cyber-at-
tacks in the last years, the creation of the collaboration
between civilian and military actors appears more and
more necessary for the destiny of the international
systems of security. The security information sharing
must be considered as one of the pillars of this co-
operation if we want to obtain the best results in the
elaboration of strategies for response and prevention.

information and sharing best practices between emergency response teams of both the organisations, keeping into account their deci-
sion-making autonomy and procedures.” (Sarma, 2016). It was the main result of this joint work in the new security field. In fact, for
the very first time in history, the cyber collaboration is officially recognized as one of the new priorities of the EU-NATO cooperation
that has to be followed through the share of good practices and the exchange of information. In order to achieve this second objective,
in 2017 the Alliance has also guaranteed the access NATO’s Malware Information Sharing Platform to the CERT-EU (Sarma, 2016).




2. Common training and researches

As seen in the previous chapter, the constant evolu-
tion of the cyber technology is one of the main factors
that make it different from the other dimensions of
security, creating problems in the prevention and re-
sponse to attacks. In fact, the “daily” changes’” of the
technology ask for a constant analysis of this domain
in order to have a fast adaptation to the new assets,
understanding the new dynamics and elaborating ef-
ficient measures.

Nevertheless, this constant analysis of the cyber sphere
ask for a great effort in terms of abilities, energies and
costs. Concerning this last point, only in the last year
the average annualized cost of cyber security per each
organization that works in the sector is $11.7 million:
it represents a general increase of 22.7% only com-
pared to 2016. These data are independent from the
type of actors and the action that is put in place: an in-
crease in the attention towards this dimension can be
observed for every entity. Surely, the dimension and
objective of each organization determine a different
amount of energies used in the cyber research. In par-
ticular, it was possible to observe that the entities that
work on financial services have a major involvement
in the cyber research, also compared to actors of the
defense sector (Ponemon Institute, 2017).

Nevertheless, the last study presented by the Ponemon
Institute on the costs of cyber underlines the particu-
lar investments made by cyber criminals for the de-
velopment of new technologies. In general, the efforts
of these actors change on the base of the attack that
is put in place: especially the actions on malware re-
quire a major involvement compared to others. Nev-
ertheless, the investments and the interests towards
the cyber dimension are always major than the ones
of other legal entities. The consequent result is a gap
of capabilities between cyber criminals and the other
actors, included international organizations, govern-

ments and privates: a difference that is evident in the
case of attacks for the impossibility to find an efficient
answer (Ponemon Institute, 2017).

The inability of the non-criminal organizations to
lead research at the same level of the criminal actors
is in particularly due to the large amount of money
requested by this type of analysis. Especially interna-
tional organizations and governments do not have the
necessary financial capabilities to do a constant action
on this sector (Ponemon Institute, 2017).

In this context, cooperation can offer the best solution
to this problem, putting together the economical en-
ergies and the operational abilities of different actors —
private and public.

Surely, also the collaboration between civilian and
military actors must be included in this context: an ef-
fective way to maintain security and guarantee defense
both at the big data® and at the small data’ level. The
use of the same hardware and software technology'
by both entities could help the two spheres to collab-
orate in producing common researches, standards and
trainings. In the same way, also the security informa-
tion sharing can go in the same direction, facilitating
a common action between the different entities (R6h-
rig, Smeaton, 2014: 26).

Surely, common researches and training could facili-
tate particularly the action of these actors in the small
data sector: a new topic, which ask for special efforts
in terms of costs. This aspect of the cyber technology
has been ignored in the past but it has showed to have
special implication in the military domain because
it will guarantee to put in action rapid and efficient
attacks. Nevertheless, compared to the big data anal-
ysis, the particular character of the small data and the
absence of past researches in this sector ask for addi-
tional costs in order to understand their functioning
and evolution.

To have more details concerning the technological evolution of cyber sphere, please consult chapter 1 section 3. This character of
the cyber security dimension is one of the reasons of the difficulties in the creation of a common definition of this sphere and the
elaboration of efficient ways to respond to the attacks.

See chapter 1.3

The term “Small Data” refers to data that has small enough size for human comprehension. While big data have been at the center of
the debate for many years, small data have not usually been considered in the analysis despite their importance in the management
of the cyber dimension. Nevertheless, they represents the chance to understand better the cyber dimension in every aspect. In fact,
small data can also guarantee a simplification of the big one and a real analysis of the main characteristic of this technological element
(Pollock, 2013).

It is important to notice that, concerning the military sphere, the use of hardware and software technology is the same in the case of
classified and unclassified information (Rohrig, Smeaton, 2014: 26).

The role of cyber cooperation for protection, response and deterrence:
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Therefore, for the military actors, the collaboration
with civilian entities in this context could be particu-
larly interesting, guarantying to lead an efficient anal-
ysis with a financial effort that can be support with-
out particular problems. Moreover, this cooperation
would be also a way to limit the requests for cyber
experts for the army. This aspect is particularly central:
in the last years, all the countries have experimented a
difficulty in recruit new components with high qual-
ification in the new security dimension. The collabo-
ration with the civilian sector could help in surpassing
this limit and develop great abilities thanks to the use
of experience coming from outside.

Therefore, the creation of this type of collaboration
between civilians and military actors will be the real
turning point in the cyber security analysis and man-
agement: the crucial step for the future of defense and
security.

HOW CREATE COOPERATION:
THE FACTORS TO TAKE
INTO ACCOUNT

The centrality of the cooperation between civilian and
military actors in the management of the cyber secu-
rity dimension does not preserve it from difficulties
in its elaboration. Limits could interest all the process
from the creation to the realization of the partnership,
independently from the form of collaboration chosen
by the actors. Constant or occasional meetings, com-
mon trainings or researches, signature of pacts and
agreements, security information sharing: the same
type of weaknesses could block all these types of coop-
eration. Only the understanding of these factors could
facilitate the successful realization of the collaboration,
by promoting the identification of possible solutions.

In the particular case of relations between civilian and
military actors, two are the main elements that could
block the dialogue on the new security dimension: the
absence of a unique international definition of cyber
and the difficulty in the definition of trust between
the different entities. This chapter has the objective
to analyze these two elements in details, underlining
their characteristics and which could be the best way
to surpass them. As underlined before, this explica-
tion is fundamental for each attempts of elaboration
of a cooperation between civilian and military actors:
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the creation of an efficient relation could be possible
only considering these elements, their effects and the
possible solutions.

1. The formulation of a common
definition of cyber

The impossibility to identify a unique global defi-
nition of cyber is the main limit for the creation of
an efficient cooperation. So far, States, national and
organizational institutions, private and public actors
have never been able to find a point of contact on
what for them cyber is and which elements must be
considered as priorities. This inability of the interna-
tional entities is due to the complexity of the sphere,
his great dimension and the continuous technological
evolution: all factors that make this step difficult to
be realized.

Even the different attempts made by literature have
not been able to create sufficient results in this sense
(Bayuk et al., 2012: 2). In fact, in each study, the au-
thors elaborate definitions, which are completely dif-
ferent the one from the others, underlining opposite
aspects of the same dimension. Moreover, the results
also appear to be very generic, vague and unable to
capture the attention on the main elements of the
technology''. One of the major examples is furnished
by the definition elaborated in 2008 by a team of ex-
perts of the US Pentagon. In fact, for them, cyber is
“the global domain within the information environ-
ment consisting of the interdependent network of
information technology infrastructures, including the
internet, telecommunications networks, computer
systems, and embedded processors and controllers”
(Singer, Friedman, 2014: 12). The inclusion of the
major elements of the cyber does not guarantee to
have a clear and specific definition: the work seems
too vast and vague (Singer, Friedman, 2014: 12-13).

A result is the fact that also linked terms such as “cy-
ber-attack”, “cyber arm” and “cyber security” have not
been defined since now in a way that could be ac-
cepted by all international actors (Singer, Friedman,
2014: 12-13).

As consequence, the majority of times, the term is
abused because of the confusion that exists about its

meaning. Especially the political leaders show to be
unprepared on the main characteristics of this dimen-
sion, influencing their attitude towards this sphere
(European Parliament, 2015: 20). Randall Dipert af-
firms that the consequence of this lack of preparation
of the leaders is an evident “virtual policy vacuum”
that interests both security and warfare sector on the
cyber questions. In fact, this unfamiliarity with the
technology prevents the possibility to create measures
in response to possible attacks: the elaboration of a
global cyber-terminology and the identification of all
the different types of cyber threats are almost impos-
sible in such a context (Taddeo, Glorioso, 2017: 2).

The absence of a definition generally accepted is not
only a formality in the management of the new secu-
rity dimension. In fact, it is a real and great limitation
in the collaboration at the practical level because it
prevents from having a common starting point be-
tween the actors. Each entity uses a different attitude
towards cyber and consequently a divergent type of
prevention and response to attacks: everyone reserves
its attention to different aspects of cyber (European
Parliament, 2015: 19).

The majority of the authors consider these differenc-
es as a difficulty present “in all the emerging areas of
study” (Kremer, Muller, 2014: 23) and a normal con-
dition in a technology — like cyber - that has suffered
such a quick development since the beginning of its
existence (Singer, Friedman, 2014: 13).

Nevertheless, the absence of a unique global defini-
tion has a great impact in the ability to manage the cy-
ber dimension in an efficient way. In fact, this element
could be indicated as the main limit for the creation of
policies and theories in this sector more than a block
for the harmonization of rules and applicability of in-
ternational law to the new technology.

Concerning this last point, the numerous initiatives of
public and private actors to promote the harmoniza-
tion have not registered particular successes. The most
recent example is the proposal made by Brad Smith -
President of Microsoft Corporation — during the RSA
cybersecurity conference in San Francisco: following
the example of the Geneva Convention of 1949, the
State would create a similar document on cyber - a
“Digital Geneva Convention on cyber space”. The ob-

For example, in some definitions, cyber has been defined only as an environment dedicated to communication. All the other charac-

teristics of this sphere are completely absent (Singer, Friedman, 2014: 13).
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jective is the creation of an international independent
organization and the elaboration of common rules
that would guarantee the protection of “civilians on
the internet in times of peace” and the prevention
of state-hacking (Volz, 2017). For the moment, the
proposal has not produced results but it is destined
to produce important effects in the future, consider-
ing the international approval that we have registered
around this project.

These efforts towards the creation of international or
European cyber norms have a key role considering
that they could have a positive effect also for the pro-
cess of elaboration of a general recognized definition
of this security dimensions. Moreover, they can ex-
ercise also other positive effects in the general man-
agement of the cyber sphere. In fact, international
norms could be effective for the creation of rules in
the exchange of information and for the definition of
a lawful behavior during wars and military actions.

Therefore, it is evident that the creation of a definition
globally accepted and the international cooperation
are strictly connected. Only the dialogue between the
actors - including civilian and military entities — will
allow the definition of general elements of cyber. Once
this definition is created, a strong and efficient coop-
eration on the new security dimension will be created.

2. The importance of trust for
cooperation and the difficulties
in creating it

Organizational studies are more and more considering
trust as a central element to create a strong coopera-
tion, independently from the actors that are involved
in this process (Mayer, Davis, 1995: 709). In fac, if
trust is a fundamental condition for the success of a
negotiation, its central role is particularly evident in
all types of social interactions where people “depend
on others in various ways to accomplish their personal
and organizational goals” (Mayer, Davis, 1995: 710).
In this context, we have also to include the cases of
the creation of cooperative relations between different
actors, such as the cooperation between military and
civilian entities.

Only a mutual work can guarantee the success and
the reach of common strategic goals, as underlined
by economic and sociological theories on this subject.
This factor is particularly true when the collaboration

established by the entities is not constant, not frequent
and unfamiliar, such as for the relations between large
entities. In fact, in these cases, the reputation could
not be helpful for the creation of a successful relation-
ship: they ask for a particular effort of each actor in or-
der to function in a good way. On the contrary, in the
case of familiar relationship, this work is much easier
because of a more frequent and constant exchange of
views between all the individuals involved (LaPorta,
Lopez, Shleifer, Vishny, 1997: 334-335).

Nevertheless, in all kind of relations, the level of trust
is created on the results of the past performances ex-
perienced by the actors: only the common action can
give basis for the future activities with the partners
(LaPorta, Lopez, Shleifer, Vishny, 1997: 336-337).
Moreover, also interpersonal relationships between
the individuals exercise a special influence in coopera-
tion. The level of trust between leaders or other people
involved in the partnership have a particular impact
on the effectiveness of the collaboration, whether it
depends on cognitive elements or emotional basis

(McAllister, 1995: 24-26).

Therefore, the creation of trust as basis of coopera-
tion is complex and influenced by multiple factors.
A trustful relationship requires a lot of time in order
to be created: only great efforts in the contacts and a
mutual understanding between the actors could guar-
antee to create strong basis for the collaboration.

This is the reason of the difficulties in the creation of
completely new type of cooperation, such as in the
case of the cyber ones: the absence of a previous form
of collaboration requires particular efforts to the ac-
tors.

The best possibility they have is to refer to the trust
at the base of their other security relations with the
partner. Nevertheless, this work is not so easy.

Firstly, the absence of a global recognized definition
of cyber can limit the cooperation if the actors are not
able to identify common basis for their common ac-
tion. In order to do that, the partners must surpass the
confusion created by the authors regarding the main
actions that must be considered when they are in-
volved in the process (Mayer, Davis, 1995: 712-713).

Moreover, especially in the context of cyber coopera-
tion, the creation of trust is more and more difficult
because of the reluctance of entities in sharing security
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information. This element is particularly true when
the main actors are States: the share of classified in-
formation with others is considered as a sort of “loss
of sovereignty” by the countries (Mayer, Davis, 1995:
709-711). In this way, they show absence of trust to-
wards their partners, limiting also the coordination of
the investigations and the collaboration between their
intelligence systems (Terzi, 2015: 31).

This is the main limit in the security information shar-
ing: the connection of dots would be possible only if
the collaboration has its basis on trust, as for all the
other types of relations in the security fields. “Mem-
bers of a community want to know with whom they
share data and whether the data will be handled ap-
propriately” (ENISA, 2015: 47).

Differently from these cases, the civilian and military
cooperation presents more problems than in other
contexts: in the majority of cases, we are in the pres-
ence of a real new collaboration that has no basis or
examples in the past, even in other fields. Therefore,
the actors must create their relations starting from a
zero point: there are no general guidelines on how cre-
ate an efficient cooperation.

This limit becomes sometimes a real block. The diffi-
culties in clarifying the relationship between the ac-
tors and the link between risk and trust do not help in
finding solution to this problem. In fact, the authors
have tried to understand if risk/common goal must be
a pre-requisite of cooperation or not. The result has
been a series of different or even opposite interpreta-
tions (Mayer, Davis, 1995: 709-711).

Therefore, in order to obtain positive results, actors
must show the will to be trusted and to create a cli-
mate of confidence though regular dialogue. Informal
meeting could help in this sense, especially if it in-
volves a limited number of participants: small groups
could have a better control on the channels of com-
munication. Moreover, the identification of rules at
the basis of cooperation could help in limiting the risk
of absenteeism and promoting the success of the part-

nership (ENISA, 2015:47).

These are all elements that must be considered by ci-
vilian and military actors: once they decide to create a
cyber cooperation, they will put in place an effective
action only after having identified solutions to these
main questions.
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CONCLUSIONS

In national defense and security, the cooperation be-
tween civilian and military actors is central: a large
collaboration between different entities could help
in obtaining the best results possible. The European
Union - especially thanks to its civilian missions - fur-
nishes a great example in this sense. In fact, in these
cases, the success of the operations is guarantee by the
collaboration between armies and civil society: two
actors that are considered in the same way thanks to
the fact that their differences in nature are not taken
into account (Réhrig, Smeaton, 2014: 26).

This reality is particularly true in a context such as the
cyber one: a completely new dimension of security in
which the actors have to develop new competences,
measures and policies. Only an international collab-
oration could help in obtaining fast these objectives
with limited costs and efforts: an efficient way to find
measures for prevention, deterrence and response to
possible attacks. This is the reason why constant offi-
cial and unofficial dialogue, agreements, security in-
formation sharing, harmonization of rules, common
researches and exercises have to be considered so fun-
damental in the management of the cyber technology.

The case of the military and civilian cooperation is
not an exception in this sense. On the contrary, it
would be considered the best type of collaboration for
an efficient management of the cyber sphere. In fact,
the different competencies between the entities guar-
antee to take into account all the particular aspects
of the technology, obtaining a really complex way to
response and prevent attacks. Especially the security
information sharing and the creation of common ex-
ercises and researches on cyber security allow civilian
and military actors to create their cooperation.

Nevertheless, since now, the attempts to create a col-
laboration between these type of entities are limited
or completely absent. The different nature of the two
actors have caused a block in the development of their
relationships in the cyber field.

On the contrary, in the past, other type of cyber col-
laboration have been established, with more or less
success, in order to try to create a real governance of
the cyber sphere. It is really important to know these
attempts because they could offer errors, problems
and positive aspects to take into account for the future
elaboration of the military and civilian collaboration.

Since the early days of use of internet, especially engi-
neers and researchers have tried to elaborate standard
rules that could help in the day-by-day management
of the net. One of the main results of these efforts has
been the creation of a new organization: the “Internet
Engineering Task Force” (IETF). Through the work
of thematic groups composed by researchers, engi-
neers, firms, private actors, IETF tries to elaborate or
modify standards and protocols of the World Wide
Web (Singer, Friedman, 2014: 29).

Some years later, in 1998, another attempt in this
direction was the creation of the Internet Corpora-
tion for Assigned Names and Numbers (ICANN):
an entity composed by regional authorities of the five
continents. This organization was supposed to be the
first step towards an international cooperation. Even
if ICANN exists also today, its inability to act in a
neutral way makes it unable to operate. In fact, every
member tries to represents its interests, preventing
from the possibility to indicate common measures to
govern the cyber sphere (Terzi, 2015: 21).

In addition to these technical and civilian attempts,
also States, international organizations and actors has
tried to promote in other ways the cooperation on
the cyber sector but the results are limited or inade-
quate. A first example is the Cyber Stability Board: an
international arrangement elaborated on the example
of the Financial Stability Board and composed Unit-
ed States, Canada, New Zeeland, France, Germany,
Great Britain, Australia, Korea and Japan. Even if this
organism has shown the will to find a collaboration,
for the moment its discussions have had no practical
effects (Kramer, Teplinski, 2013: 9). Even China and
Russia had tried to elaborate a common proposal that
was addressed to the United Nations on January 2015:
an international code of conduct. Supported also by
Tajikistan, Kazakhstan, Uzbekistan and Kyrgyzstan,
the text suggested the idea of the creation of interna-
tional cooperation in order to “in addressing common
threats and challenges in the information space, in
order to establish an information environment that is
peaceful, secure, open” (United Nations General As-
sembly, 2015: 4). Nevertheless, this initiative was op-
posed by the European Union because of the absence
of protection for human rights (Pawlak, 2017: 2).

More recently, the question of the international cy-
ber cooperation has been discussed during the G7




of Ministers of Foreign Affairs, which took place in
Lucca (Italy) in April 2017. During the meeting, the
ministers approved the “Declaration of Responsible
States behavior in Cyberspace”: an attempt to develop
and implement common measures for cooperation
on exchange of information, stability and security of
ICTs based on the objective indicated by the United
Nations. Nevertheless, the no-binding nature of the
document is the main limit of this declaration (Pa-
ganini, 2017). Anyway, this Declaration was not the
most recent attempt of creating international cyber
cooperation. In fact, in May 2017, a series of states'?
signed a Project Arrangement for “Cyber Defence
Pooling and Sharing”, based on a project proposed by
the European Defence Agency (EDA).

From this list of efforts, the absence of a common
action between civilian and military is evident. More
generally, also between private and public entities, the
efforts have always been divided the ones from the

others. In fact, each actor has preferred to collaborate
only with partners of the same nature.

In the last years, the increase in the number of cy-
ber-attacks towards private and public entities has
put in evidence more than ever these limits in the
management of the new security dimension. Only a
complete and comprehensive vision of the cyber will
help in identifying all its characteristics and conse-
quently elaborate forms of prevention, deterrence
and response to attacks. Nevertheless, this action is
not possible without collaboration: the only way to
put together different experiences, visions and point
of views in this field.

Civilian and military actors have to be aware of their
key role in this sense in order to start a real coopera-
tion that will prevent the system from new big crisis
in the future.

12 These states are: Austria, Belgium, Germany, Estonia, Greece, Finland, Ireland, Latvia, the Netherlands, Portugal and Sweden (EDA
website, https://www.eda.europa.eu/info-hub/press-centre/latest-news/2017/05/12/cyber-ranges-eda-s-first-ever-cyber-defence-
pooling-sharing-project-launched-by-11-member-states?utm_source=EDA+e-newsletter&utm_medium=newsletter&utm_cam-

paign=18052017+partl)
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